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Honorable Nicholas G. Garaufis 
United States District Judge  
Eastern District of New York  
225 Cadman Plaza East  
Brooklyn, New York 11201 
  

Re: United States v. Keith Raniere, 18 Cr. 204 (NGG) 
 
Dear Judge Garaufis:  

We are writing to make you aware of and present to you relevant and important information in the 
instant case.  

It was recently shown that a key piece of evidence used in the trial (i.e., the hard drive to 
evidence the underlying overt act of possession of child pornography and sexual exploitation of a minor) 
was tampered with while in the possession of the government and/or prosecutors. The proof of tampering 
is supported by four independent forensic experts. The forensic experts demonstrated that the 
government and their expert witness lied and/or misrepresented the reliability of this key information, and 
that this evidence should never have been admitted as part of the trial. (See attached Exhibit 1).  The 
reason we are sharing this information is because the child pornography evidence was greatly prejudicial 
in Keith Raniere¶s trial and his media coverage. This ultimately resulted in several co-defendants taking 
plea deals. Ultimately, this charge was used to destroy a great community of people, their reputations, 
livelihoods and families.  

We ask you to consider postponing Keith Raniere¶s sentencing so the evidence and proof of 
tampering can be reviewed in more detail to shed light on these crimes, gross misconduct and/or 
prosecutorial misconduct. We are in a time of strong distrust in the government and legal system. There is 
a strong call to action, a demand and need for social justice and judicial reform. To proceed with Keith 
Raniere¶s sentencing in light of this new evidence would be interpreted by the public, media and citizens 
everywhere that it does not matter if the government or prosecution cheated, lied or committed crimes to 
convict a person. This must not be allowed to continue. While the judicial system cannot be changed 
overnight, the direction of change to improve it can be changed by your choosing to consider this new 
evidence and ask the government and prosecution why they lied and committed crimes? To ignore such 
egregious behavior and pretend that this criminal behavior by the prosecution and/or government does 
not make a difference, would be to condone such behavior and make everyone who is aware complicit in 
this criminal behavior.  

We are a group of concerned citizens who are dedicated to exposing prosecutorial misconduct with 
the ultimate goal of  improving the judicial system. We are sharing this information with you because we 
strongly believe, as Martin Luther King stated, “Injustice anywhere is a threat to justice everywhere.” By 
exposing this egregious example of prosecutorial misconduct, your decision on this matter could have 
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long-term ramifications throughout the legal system by giving prosecutors and the government officials 
across the nation notice that such misconduct will not go unnoticed and that it will not be allowed to 
continue as it currently does.  

We respectfully ask you to consider this information and order the government and prosecution to 
be held accountable and respond. Please do not condone corruption or injustice by allowing the 
sentencing to continue. 

Thank you for your time and consideration.  

 

 Respectfully,  

 

Make Justice Blind  

  

Attachments:  

cc: Richard Donoghue 
Mark Lesko 
Tanya Hajjar 
Moira Kim Penza 
Seth DuCharme 
Marc Agnifilo 
Teny Geragos 
Paul DerOhannesian  
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Eduardo Asunsolo

Marc Elliot

Michele Hatchette

Suneel Chakravorty

Brian Elliot

Justin Elliot

Linda Chung
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Steven Alexander 

Trace Digital Forensics, LLC 

10010 Seneca Falls Ave 

Bakersfield, CA 93312 

 

 

October 9, 2020 

 

Re: Canon EOS 20D Camera – Time zone awareness 

 

To Whom It May Concern: 

 

The Canon EOS 20D stores pictures on compact flash cards using the FAT-16 filesystem. The 

FAT-16 filesystem specifies that timestamps are stored in local time. Other filesystems store 

timestamps in UTC time so that they can be adjusted to the current time zone. The Canon EOS 

20D is not time zone aware and does not store any information on the compact flash card that 

would allow the time to be adjusted from one time zone to another. 

 

 

Sincerely, 

 
Steven Alexander 
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Steven Alexander 
Trace Digital Forensics, LLC 
10010 Seneca Falls Ave 
Bakersfield, CA 93312 
 
 
October 11, 2020 
 
Re: Canon EOS 20D Camera – Exif vs FAT creation times. 
 
To Whom It May Concern: 
 
The Canon EOS 20D stores pictures on compact flash cards using the FAT-16 filesystem. When 
the Canon EOS 20D camera saves a picture, it stores it with Exif metadata inside the JPEG 
image. The Exif metadata includes dates—CreateDate, DateTimeOriginal, and ModifyDate—
which are all the same as each other. These dates do not always match the FAT-16 filesystem 
timestamps.  
 
In my testing, which included over 1,500 pictures taken with the Canon EOS 20D, the FAT 
Creation Date (which includes the date and time) can be up to nine seconds later than the Exif 
time. I did not observe the same range of difference in the opposite direction. The Exif times 
were up to one second later than the FAT Creation Date timestamp. 
 
I also observed that the FAT Last Modified timestamp can be up to nine seconds later than the 
Exif times. Again, the reverse was not true. I observed Exif times up to one second later than 
the FAT Last Modified timestamp, but never more than that. 
 
 
 
Sincerely, 

 
Steven Alexander 











 





Trial Transcript Summary #1 
 
This appendix contains excerpts from publicly available transcripts that show that the compact 
flash card was accessed improperly while in FBI custody and filesystem data was changed 
while in custody (September 19, 2018) and before forensic analysis (June 11, 2019). 
 
On Page 4967 of the transcript, FBI Examiner Booth says that their forensic analysis unit 
received the Canon camera and storage device (CF media card) on 6/10/19: 
 

 
 
On Page 4968, Booth says "when it was in my hands it was write protected, yes," referring to 
whether the storage device was taken through a write-blocking process before examination, as 
is standard protocol: 
 



 
 
On Page 4969, cross-examination reveals that files on the media card (14 in total) were 
accessed on September 19, 2018. 
 

 



 
Then on Page 4973, the examiner affirms that file system data of the media card was changed 
while it was in FBI custody: 
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Steven M. Abrams, J.D., M.S. 

Attorney, Digital Forensics Examiner and Instructor 
1154 Holly Bend Drive 

Mount Pleasant, SC 29466 
843-216-1100 

Steve@AbramsForensics.com 
 

Curriculum Vitae 
 

 
My key practice areas are Computer Forensics, e-Discovery, and Computer Law. 

 
Education 
2016    -Techno Security 2016, Computer Forensics Training Seminar, Myrtle Beach, SC,  
               June 5-8, 2016 
 
2014  -Georgia Bureau of Investigations, Internet Evidence Finder Forensics Training,      
              Decatur, Georgia, February 2014   
 
2013     -Techno Security 2013, Computer Forensics Training Seminar, Myrtle Beach, SC,  
               June 2-5, 2013 
 
2012    -Techno Security 2012, Computer Forensics Training Seminar, Myrtle Beach, SC,  
               June 3-6, 2012 
 
2011    -November 9-12: EnCase 7 Training, Salt Lake City, UT 

-November 6 ± 9: Paraben Forensics Innovations Conference, Park City, UT 
- South Carolina Assoc. of Legal Investigators (SCALI) Annual Training Seminar, May 
2011 

             - April 7, 2011: SC Electronic Crime Task Force Quarterly Meeting and Training 
 

2010 -Techno Security 2010, Computer Forensics Training Seminar, Myrtle Beach, SC, June  
 - SCALI Annual Training Seminar, May 2010 
 
2009 - Cellebrite Mobile Device Forensics Certification (CCMDE), SEMAR, Mexico City,  

  Mexico 
-SCALI Annual Training Seminar, May 2009 

 
2008 - South Carolina Basic Constable Training, Tri-County Technical College / SC Criminal  
     Justice Academy, October ± November 2008 
 - Commissioned as a South Carolina State Constable (LEO) on November 20, 2008. 
 - Techno Security 2008, Computer Forensics Training Seminar, Myrtle Beach, SC, June  
  
2007 - Charleston School of Law, Charleston, SC, Juris Doctor (J.D.  - Magna Cum Laude) 
   
 - GMU2007 Computer Forensics Symposium, Regional Computer Forensic Group  
                of the High Technology Crime Investigation Association, Fairfax VA, Aug. 2007 (40  
                CEU HTCIA) 
 - Techno Security 2007, Computer Forensics Training Seminar, Myrtle Beach, SC, June  
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2006  - University of Aberdeen, School of Law, Kings College, Old Aberdeen, Scotland 
         in collaboration with the University of Baltimore Law School 
         Summer Law Program in Comparative Criminal Procedure and UK Business Entities &                               
                Taxation  
 - Techno Security 2006, Computer Forensics Training Seminar, Myrtle Beach, SC, June  
  - SCALI Annual Training Seminar, May 2006 
 
2005 - SCALI Annual Training Seminar, May 2005 
 - SCALI Fall Training Seminar, October 2005  
 
2004 - Access Data Advanced Windows Forensics, June 23-25, 2004, New York City. (24  
                Credit Hours) 
 - SCALI Annual Training Seminar, May 2004 (10 CEU) 
 
2003 - GMU2003 Computer Forensics Symposium, Regional Computer Forensic Group  
                  of the High Technology Crime Investigation Association, George Mason University, 
      Fairfax, VA.  Aug.2003,  (40 CEU HTCIA) 
 - Techno Security 2003, Computer Forensics and Security Conference (24 CEU) 
 - SCALI Annual Training Seminar & PI Training Seminar  (16 CEU SLED)  
 
2002     - SCALI Annual & Fall Training Seminars (16 CEU SLED) 
   - GMU2002 Computer Forensics Symposium, Regional Computer Forensic Group  
                      of the High Technology Crime Investigation Association, Fairfax VA, Aug. 2002,  
    (40 CEU HTCIA) 
 -   Access Data Computer Forensic Boot Camp, North Carolina Justice Academy,  
                  Edneyville, NC  (24 CEU) 
 
1992-1994    Microsoft Internet Developer Workshops NY, NY 
 
1992-1993    Novell NetWare CNE Training, IBM Skills Discovery, Jericho NY  
 
1984-1985    Microcomputer and Electronics Engineering, Hofstra University, Hempstead NY 
 
1982-1983    Ph.D. Studies, Faculty Fellowship, Columbia University, Graduate School of Arts & 
    Sciences                
1981-1982    Columbia University, College of Physicians & Surgeons, Master of Science (M.S.) 
 
1977-1981 Allegheny College, Meadville PA, Bachelor of Arts (B.A.) (Psychology - Computer  
                     Science) 
 
Professional Licenses 
Current 
Licensed Attorney in South Carolina  
Licensed Attorney in District of Columbia  
Licensed Attorney and Counselor at Law in New York 
 
Previous 
Licensed as a Private Investigator in South Carolina and New York (2002-2008), South Carolina 
State Constable (Sworn, 2008-2019). 
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Experience (Selected) 
 
2016 ± Present, Senior Attorney, Abrams Cyber Law & Forensics, LLC. Mount Pleasant, SC 
29466.  Concentration on Electronic Privacy and Defamation Cases, Electronic Discovery, and 
Digital Forensics. 
 
2018 - Continuing Legal Education Instructor, Electronic Privacy Violations during Divorce: 
Legal and Ethical Guidelines for Family Law Practitioners, SC Bar, Columbia SC (February 
21, 2018). 
 
2016 ± Continuing Legal Education Instructor, Smartphones as evidence for Personal Injury 
Cases, NBI, Charleston SC (December 8, 2016). 
 
2011 ± 2016 Sole Practitioner Abrams Law Firm, PC. Mount Pleasant, SC 29466 
 
2011 - Digital Forensics Instructor / Investigator, H-11 Digital Forensics / United States  
             Embassy, Tirane, Albania.  
 
2010 ± Facilitator, Instructor, Annual In-Service Legals and CDV Training (SLED), Lowcountry  
            Constable Association. 
 
2009 ± Speaker, South Carolina Association for Justice, Hilton Head, SC (August 6, 2009) Topic:   
            Civil Discovery of E-mails after O¶GUad\ 
 
2009 ± Digital Forensics Instructor/Investigator, H-11 Digital Forensics / United States Embassy,  
            Mexico City, Mexico. 
 
2008 ± Digital Forensics Instructor/Investigator, H-11 Digital Forensics / United States Embassy,  
            Mexico City, Mexico. 
 
2008 ± Faculty, SC Bar Convention ± Family Law Section CLE 
 
2008 ± 2011 Shareholder, Abrams Millonzi Law Firm, P.C., Mount Pleasant, SC 29464 
    
2007 - Presenter, ³(-'LVFRYHU\: 'HILQLWLRQ, )5C3 CKDQJHV DQG ASSOLFDWLRQ C/(´,1B,,  
            Charlotte, NC,  December 19, 2007 
     
2007 - Digital Forensics Instructor/Investigator, H-11 Digital Forensics, United States Embassy,  
           Mexico City, Mexico 
 
2007 -  3UHVHQWHU, ³CLYLO WR CULPLQDO: CROODERUDWLYH CRPSXWHU )RUHQVLFV ,QYHVWLJDWLRQV EHWZHHn  
            PIs and /DZ (QIRUFHPHQW´,*082007, AXJXVW 9WK & 10WK, 2007 
 
2007 -  Presenter ± ³A 6RXWK CDUROLQD /DZ\HU¶V 5RDGPDS WR 1DYLJDWLQJ WKH 1HZ )HGeral E- 
            Discovery 5XOHV,´ 7KH 6RXWK CDUROLQD BDU (C/( 'LYLVLRQ), ASULO 13, 2007. 
 
2006 -  Presenter ± ³7\SLFDO ,QWHUQHW 6H[XDO AFWLYLW\ DQG LWV 'HWHFWLRQ´, )DPLO\ /DZ C/(, 7KH  
             South Carolina Bar (CLE Division), November 2006. 
 



 v 

2006 - IQVWUXFWRU, ³3-day Hands-RQ CRPSXWHU FRUHQVLFV :RUNVKRS´, TULGHQW THFKQLFDO CROOHJH,  
            N. Charleston, SC, CLE accredited by The South Carolina Bar, January 2006.   
 
2005 -  LHFWXUHU, ³CRPSXWHU FRUHQVLF IQWURGXFWLRQ´, TULGHQW THFKQLFDO CROOHJe, CLE accredited  
             by South Carolina Bar and CEU / In-Service hours for PIs / LE by SLED. 
 
2001 - Present  Steve Abrams & Company, Ltd. (dba Abrams Computer Forensics)  
 Licensed Private Investigator, Computer Forensics Examiner 
   
1998 - 2001 Steve Abrams & Company, Ltd.  Mt. Pleasant, SC, President 
  
1996 -  Democratic National Committee, Instructor - Southeast and Northeast Regional Schools  
            for Congressional Campaign Managers.   
 
1995 ± 1999  Direct Marketers of Charleston   Mt Pleasant, SC, Partner 
  Co-owner of Political Database Marketing Company and full service political print shop. 
 
1994 - 1995 The Software Studio Mt Pleasant, SC,   Owner 
  Owner of software development company that developed database applications for the 
 Newspaper publishing industry.  
 
1992-1993 Town of North Hempstead, Manhasset, NY, Deputy Commissioner of Finance  
. 
1986 - 1992 Digitron Telecommunications, Inc., Huntington, NY, Director of R&D  
 
1984 - 1986 Computer Associates International., Islandia, NY, Senior Systems Programmer        
                

1983 Contel Information Systems Division. Great Neck NY, Software Engineer 
(Developed the first Network Forensics Applications for the DoD 

 
Recent Publications 
 
Steven M. Abrams, Knowledge of Computer Forensics Is Becoming Essential for Attorneys in 
the Information Age, 75 N.Y. St. B. Assn. J. 8, 15 (Feb. 2003). 
 
Steven M. Abrams, Knowledge of Computer Forensics, Essential for 21st Century Private 
Investigators,  16 PI Mag. 46, 59 (October 2003). 
 
 
Professional Awards & Honors 
 
2008 ± Member, SLED Ad Hoc Committee on Computer Forensics  
 
2007 ± CALI Excellence for the Future Award, Aviation Law, Charleston School of Law,  
            Fall 2006 
 

± CALI Excellence for the Future Award, Interviewing, Counseling & Negotiation,  
                Charleston School of Law, Fall 2006 
 

± CALI Excellence for the Future Award, Insurance Law, Charleston School of Law,  
       Fall 2006 



 vi 

 
         B  'HDQ¶V /LVW, &KDUOHVWRQ 6FKRRO RI /DZ, )DOO 2006, 6SULQJ 2007. 
          
2004 - ³2004 6&$/, ,QYHVWLJDWRU RI WKH <HDU´ 
 
2003 - Member, SLED Private Investigations Business Advisory Committee 
 
 
Professional Associations  
 
Member, Institute of Electrical and Electronics Engineers - IEEE 
Member, Lowcountry Constables Association - LCA 
 
Bar Association Memberships 
 
Admitted to practice in South Carolina, District of Columbia, and New York. 
 
Compensation 
I receive $350 per hour, plus mileage, travel and lodging expenses, for all Computer 
Forensics services and for depositions and trial testimony. 
 
 
Previous Expert Testimony 
 
 I have completed over 1200 computer forensics investigations, the 
overwhelming majority of cases were settled and did not require me to testify.   
 
South Carolina cases in which I was qualified in court as an expert are:  
 
  
 Hillburn v. Hillburn, (2001-DR-08-2354);  
 Smith v. Smith, (2001-DR-22-212);  
 Natale v. Natale, (2003-DR-10-775)  
 Berda v. Berda, (2003-DR-10-1899); 
 Murphy v. Murphy (2004-DR-10-1510) and 
            Overstolz v. Fountain of Youth Wellness Centers LLC (2003-CP-10-000761).  
 Gitter v. Gitter (2008-DR-10-2865) 

Ricigliano v. Ricigliano, (2009-DR-18-0102)  
Edwards v Junevicus, (2010-DR-10-4736) 
BTM Machinery Inc. v. Michael J. Finley (2013-CP-10-4366) 
Cherry v Cherry (2014-DR-10-95) 

 Whitfield v. Schimpf and Sweetgrass Plastic Surgery,                                                                                 
                                                                                LLC (Case No. 2017-CP-10-2758) 
  
I was qualified as a testifying expert on digital forensics in federal court in 
                   

UHLIG, LLC, V JOHN ADAM SHIRLEY, (CIVIL ACTION NO.. 6:08-1208-HFF) 
 

 



 vii 

 
, KDYH DOVR SUHSDUHG H[SHUW¶V UHSRUWV XQGHU )HGHUDO 5XOH 26(D)(2)(B) IRU WKH 
following federal civil suits filed in the United States District Court for the 
District of South Carolina: 
 
Lumpkin v. Bennani, (Civil Action No. 2:03-2904-23), and  
Miller v. American LaFrance Corp. (Civil Action No. 2:04-1668-23)  
Microsoft v. BWC Products Inc. (Civil Action No. 2:06-CV-2023-CWH) 
Quala Systems, Inc, et al., v. Bulkhaul USA, Inc., et al. (Civil Action No. 2:07-
CV-00673-PMD) 
Mainfreight v. John Marco, et al., (Civil Action No. 9:cv00563 JFA) 
 
 
, ZDV DSSRLQWHG WKH CRXUW¶V ([SHUW LQ 86 'LVWULFW CRXUW, 'LVWULFW RI 6RXWK 
Carolina, Rock Hill Division:  
 
The Travelers Home and Marine Ins. Co. v. Pope, C/A No.: 0:10-cv-1688-
JFA 

 
 I was qualified as a computer forensics expert in North Carolina courts in: 
             Hollins v. Lightfoot.   
 
In addition, I have been deposed in the following matters over the past ten years: 

 
Thomas & Assoc. v. Christopher Humphreys (Case No. 2018-CP-10-0455) 
Catherine Cope v. Wells Fargo Bank N.A., Century 21 Properties Plus, and     
     Jim Bailey, individually;                          (Case No.: 2018-CP-18-00112) 
Rick Gray v. Church Mutual (2017) 
Calandra v. Calandra (2004-DR-10-2675)   
McLernon v. McLernon (2003-DR-10-3090) 
White v. Cassidy (2004-DR-08-256) 
Khoury v. Noce (2006-CP-10-001830) 
Quala Systems, Inc, et al., v. Bulkhaul USA, Inc., et al. (Civil Action No. 2:07-
CV-00673-PMD) 
Mainfreight v. John Marco, et al., (Civil Action No. 9:cv00563 JFA) 
Beard v. Dunn & Dixon-Hughes et al, (Case No. 2010-CP-08-0776) 
UHLIG, LLC, V JOHN ADAM SHIRLEY, (CIVIL ACTION NO.6:08-1208-HFF) 
ALTMAN, ET AL. V. FIRST CITIZENS BANK AND TRUST COMPANY (2012-CP-34-
0124) 
 

 
 
(Revised: Sept 11, 2019) 



Declaration of Dylan Sperber 
Forensic Evaluation of Statement 

 
1. On 10/21/2020, IT Acceleration was contacted to review the statement Expert Statement #5: 
Deliberate Alteration of File Modified Time (Exhibit 1), made by Dr. Keshava Munegowda. 

2. I have read the statement and am assuming that the data in Exhibit 1, Tables 1 and 2 are accurate. 

3. I agree with Dr. Keshava Munegowda’s findings. 
 
4. I reserve the right to change my findings if new information is presented. 
 
I attest that all the facts above are true. 
 

 
 October 21, 2020 
Dylan Sperber ʹ IT Acceleration, Inc 
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Declaration of Samuel Plainfield October 22, 2020 
Page 1 
 
 

 
D I s c e r n I n g  t r u t h  I n  d a t a ™ 

 

I, Samuel Plainfield, hereby declare as follows: 

1. I am a forensic investigator, specializing in computer and mobile forensics. 
Attached as Exhibit A is my curriculum vitae which includes a 
compendium of representative cases. I have experience in the matters 
relevant to this case. 

 
2. I have been retained to review and opine in connection with a declaration of 

Dr. Munegowda dated October 22, 2020 (Exhibit B). My compensation is 
not dependent on the outcome of this matter. 

 
3. I have reviewed the declaration and generally agree with the conclusions set 

forth by the author. 
 

I declare under penalty of perjury that the foregoing is true and correct to 
the best of my knowledge. 

 
 
 
Dated:   October 22, 2020   _____________________________ 
      SAMUEL PLAINFIELD 



Samuel Plainfield, CCFE, CHFI 
 (415) 754-3206 

forensics@syntaxtechnical.com 
www.syntaxtechnical.com 
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EDUCATION 
 
InfoSec Institute:  CCFE: Certified Computer Forensics Examiner (2011) Las Vegas, NV 
  CHFI:  Certified Hacking Forensic Investigator (2011) 
Academy of Art University: BFA Visual Effects & Animation (2009) San Francisco, CA 

 
 
WORK  HISTORY 
 
q Flatwater Forensics 2017 ± Present 

Director of Forensic Analysis San Francisco, CA 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
q syntax technical computer forensics 2010 ± Present 

Forensic Investigator San Francisco, CA 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
q Sideman & Bancroft LLP 2014 ± 2017 

eDiscovery / Forensic Investigator San Francisco, CA 
 
 
 
 

Litigation consultancy primarily operating under the privileged relationship between counsel and 
litigation consultant providing actionable analysis of complex ESI, converting raw digital 
discovery into cogent, admissible evidence that drives investigation and litigation outcomes. 
 
Flatwater is comprised of a unique team that combines experienced, seasoned trial lawyers with 
technical experts in forensics, information security (InfoSec) and ESI skilled at finding electronic 
evidence that may otherwise be misinterpreted or unexploited. 
 
Leverage strategic relationships, supported by our corporate technology partners at Vital 
Enterprises, to lead investigations driven by forensic and electronic data, vertically managing 
challenging investigations of scale and volume. Oversee ingestion and processing of ESI, 
attorney document and data review, factual and forensic investigations, and preparation of trial 
evidence. 

- Appointed as a forensic expert by the US District Court for Northern California and 
numerous state superior courts. 

- Qualified as a forensic expert and testified. 
- Retained as a cell tower analyst expert by the San Mateo and San Francisco Bar Associations. 
- Imaged systems utilizing proven methods ensuring integrity of evidence. 
- Examined evidence produced using P3 Commander, EnCase, Autopsy, FTK, and proprietary 

scripts and methods for targeted searches. 
- Exhaustively documented and strictly maintained chain of custody. 
- Consistently physically secured and maintained evidence. 
- Performed cell record and cell tower data analysis and reconstruction. 
- Performed Apple iOS (iPhone/iPad), Android, BlackBerry & Windows Mobile forensics. 
- Developed and maintained an advanced, proprietary data recovery platform. 

 
See Representative Cases on the following page for detailed case descriptions 

- Computer & mobile forensics on civil and criminal matters. 
- eDiscovery expertise on high-volume matters. 
- Supervise proprietary data management (custom software development). 
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q Natoma Law Offices 2002 ± 2010 
Consultant San Francisco, CA 
 
 
 

 
q Holden High School 2013 ± 2014 

Technology Instructor: Advanced Modeling & Rendering; Operating Systems Orinda, CA 
 
 
 
 

 
Representative Cases: 
 

People v. Garcia 
Super Ct. Alameda (2019) 
 

Appointed as a forensic expert to testify and extract data otherwise 
XQUecRYeUabOe ZLWK ³WUadLWLRQaO´ OaZ eQfRUcePeQW CeOOebULWe LPaJLQJ in this 
murder trial. Court authorization was obtained for physical imaging; deleted 
text message content as well as Facebook Messenger data was presented to 
the jury. 
 

USA v. Reyes 
USDC CAND (2019) 
 

Appointed as a forensic expert to review evidence and testify re Apple iOS 
devices in connection with Find My iPad use, reliability, WiFi trilateration 
and myriad nuances with iOS revisions and device iteration history. 
 

Gu v. Qiao et al. 
Super. Ct. SF (2018) 
 

Retained as a video forensic expert to examine, enhance and testify re 
security footage in a unique fraud matter. 

O¶Malle\ Y. RRaW 
Super. Ct. Mendocino (2018) 
 

Retained as a cell phone forensics expert to testify and opine re fraudulent 
phone calls and AppleID events (FaceTime) as items of evidentiary interest. 

Davis v. Spence 
Super. Ct. SF (2017) 
 

Retained to conduct security audit and investigation in connection with 
surreptitious electronic tracking and surveillance. 

People v. Reyes-Hernandez 
Super. Ct. SF (2016) 
 

Appointed as a cell phone forensics expert to preserve, extract, analyze and 
testify re cell tower geolocation data in a DV matter. 

People v. Singh 
Super. Ct. SF (2016) 
 

Appointed as a forensic expert in connection with unique motion for new 
trial to review and perform exhaustive analysis of new evidence never 
presented to the jury at trial. 
 

Veronica Foods v. 
Ecklin, et al. 
USDC CAND (2016) 
  

Retained as a forensic expert to reconstruct deleted content, timeline analysis 
and present evidence in connection with theft of IP. 

USA v. Babadjov 
USDC CAND (2016) 
 

Retained as a forensic expert in connection with electronic evidence 
obtained by the DEA/FBI from sales of heroin and fentanyl on the dark web 
marketplace AlphaBay (since seized) involving encryption keys and 
cryptocurrency verification. 
 

People v. Vogt 
Super. Ct. San Mateo (2015) 
 

Appointed as a forensic expert to review and testify re FBI omitted evidence 
and technical notes as well as new evidence missed during trial. 

People v. Juarez 
Super. Ct. Contra Costa (2015) 
 

Retained as a forensic expert to determine source of CP in a unique matter; 
case was dismissed due to strong forensic evidence concluding innocence. 

- Consulted for a group of attorneys as an investigator and computer expert on 
criminal, civil federal and state matters. 

- Developed two custom curriculums encompassing: the fundamentals for 3d 
technical modeling and rendering; as well as a course on operating systems 
and general computer science. 
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USA v. Wallace 
USDC CAND (2014-2015) 
 

Appointed as a forensic expert in connection with Facebook (³SSDP KLQJ´) 
spamming matter to analyze and opine re ~250GB of seized data by the FBI 
consisting of code used to compromise over 400,000 Facebook accounts. 
 

USA v. Williams 
USDC CAND (2014) 

Appointed as a forensic expert in connection with over seven terabytes of 
³SROH FDP´ (FBI KLGGHQ YLGHR VXUYHLOODQFH) GDWD. ³DHDWK-HOLJLEOH,´ PXOWL-
defendant RICO case. 
 

USA v. Larson 
USDC CAND (2013) 

RHWDLQHG DV D IRUHQVLF H[SHUW WR UHYLHZ FBI & ORFDO LQYHVWLJDWRU¶V forensic 
procedures and iPhone evidence seized in connection with this CP matter. 
Protected virtual machines and iPhone WiFi triangulation data were 
investigated in this case. 
 

Alegrett v. City and 
County of San Francisco 
USDC CAND (2014) 
 

Retained as a video forensic expert to assist at trial and enhance cell phone 
footage and synchronize/clarify audio in this police ³H[FHVVLYH IRUFH´ case 
against the City and County of San Francisco. 
 

People v. Niles Graham 
Super. Ct. Contra Costa (2014) 
 

Retained as a forensic expert to assist with meticulous iPhone photograph 
EXIF/metadata artifacts, iMessage and text message timestamps provided by 
the prosecution. This case ultimately settled due to strong forensic evidence. 
 

USA v. Vella 
USDC CAND (2013-2014) 

Retained as a forensic expert to review raw P2P data & review FBI/DOJ 
forensic procedures and discovery in this federal CP matter. 
 

In re Matter of J. Garcia 
Super Ct. Alameda (2014) 

Appointed as a forensic expert to review and testify re EXIF/metadata in 
SKRWRV DQG YLGHRV SUHVHUYHG IURP GHIHQGDQW¶V AQGURLG FHOO SKRQH. CRXUW 
authorized the release of evidence to preserve and examine in greater detail. 
 

People v. Vasquez 
Super Ct. SF (2013-2014) 
 

Appointed as a forensic expert to review SFPD and US Dept. of Homeland 
Security forensic procedures and evidence in connection with this Ares P2P 
CP matter. 
 

People v. Ames 
Super. Ct. Colorado 
(2013-2014) 

Retained as a forensic video enhancement expert in a bank robbery case. 
Stabilized and enhanced security camera footage using a variety of expert-
reproducible technical methods common to the visual effects industry to 
produce clear and sequential reviewing method to isolate evidence. 
 

People v. Rodriguez 
Super. Ct. SF (2014) 

Retained as a computer forensic expert to review and opine re evidence in an 
Ares/CP matter. Specifically, registry entries detailing keywords and 
methodology for tracking IP addresses associated with downloaded content. 
 

USA v. Miles 
USDC CAND (2013-2014) 

ASSRLQWHG DV D FRPSXWHU IRUHQVLF H[SHUW LQ D ³PD\PDO KDFNLQJ´/GLVWULEXWHG 
GHQLDO RI VHUYLFH (³DDRS´) FDVH. Determined extent of damages & prepared 
an exhibit detailing packet count for the court. 
 

USA v. Maness 
USDC CAND (2013-2014) 

Appointed as a computer forensic expert to determine whether evidence was 
destroyed by the defendant. Prepared chronology of electronic events that 
transpired on the system and removable media. Performed exhaustive 
timeline presentation of data events, cloud restoration logs and a myriad of 
system activity. 
 

USA v. Singer 
USDC CAND (2013) 

Retained as a computer forensic expert to examine and testify re 
bank/property fraud. 
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People v. Fagen 
Super. Ct. Contra Costa (2013) 

Retained as a computer forensic expert to examine multiple systems with 
full-volume encryption and handle sensitive information for large 
corporations. Assisted counsel in all aspects of forensic investigation, drafted 
subpoenas to Google, Zynga, AT&T and Comcast; worked directly with the 
RCFL (Regional Computer Forensic Laboratory) and subpoenaed other 
agencies to coerce production of pertinent encryption keys. Case was 
dismissed due to a preponderance of forensic evidence supporting the 
defendanW¶V naUUaWiYe. 
 

USA v. Marlon 
USDC CAND (2013) 

Appointed as a cell phone expert to reconstruct tower location, calls, text 
messages and other electronic stored cell information. 
 

USA v. Napoli 
USDC CAND (2012-2014) 

Retained as a computer forensic expert and consultant in this online 
pharmacy fraud case with over four terabytes of electronic discovery. 
Retained for pre-trial, trial and appeal. Performed analysis of DEA and FBI 
forensic reports; conducted exhaustive investigative examinations of raw 
data on evidence systems produced by the government. 
 

USA v. Tillman 
USDC NVD (2009-2013) 

Appointed in this federal multi-defendant murder case. Traveled to the FBI and 
reviewed ballistics evidence with local investigator. Performed exhaustive 
Wechnical docXmenWaWion of eYidence foU coXnVel¶s review. 
 

People v. Allen 
Super. Ct. Modesto 
(2008-2010) 

Appointed in state capital law enforcement officer murder prosecution. 
Multi-system forensic analysis resulted in critical evidence which ultimately 
resulted in a rare life sentence, avoiding a costly trial. Moreover, the 
abundance of media coverage resulted in an extraordinary change of venue. 
 

USA v. Herrera 
USDC CAND (2009-2014) 

Appointed in multi-defendant MS-13 gang murder case. Performed cell 
tower record analysis of numerous interconnected phoneV, adYanced ³WoZeU 
dXmS´ daWa and detailed event and orientation (via azimuth) reconstruction. 
 

 
 
TECHNICAL BACKGROUND 
 

OPERATING SYSTEMS 
q MS-DOS 6.22; Windows 3.1x, 95, 98, 2000/NT, XP/MCE, Windows Server / Vista / 7 / 8 / 10. 
q Linux Operating Systems & command line. 
q All versions of Apple desktop OS X/³MacOS´ 
q All iOS versions through 12.X (iPhone & iPad deployment, jailbreak, security, firewalls, SHSH, forensics) 
q Legal: SIFT, CaseMap, Concordance, Summation, CaseVantage, FullAuthority. 
q VMware Hypervisor/vSphere/ESX(I), Citrix XenServer/XenDesktop, Sun VirtualBox. 
q Forensics: EnCase, FTK, Paraben Commander, Helix, WinHex, Wireshark, Autopsy, p2eXplorer, 

Oxygen Forensic Suite/Detective, Magnet Forensics IEF, Axiom, TestDisk, Ares Decrypter, 
BEncode, Magnet EDD, OSFClone, Plaso L2T, RegRipper, myriad flexible Linux CLI tools. 

 
 
LANGUAGES 
 

Bilingual: English & Spanish 
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%RRWK���GLUHFW���+DMMDU

6$0�����2&5����505����&55�����535

����

$ <HV��,�GLG���

4 :LWK�UHVSHFW�WR�*RYHUQPHQW
V�([KLELW������ZKLFK�ZDV�WKH�

ILUVW�LPDJH�ZH�ORRNHG�DW��\RX�WHVWLILHG�WKDW�WKDW�ZDV�FUHDWHG�

EDVHG�RQ�WKH�(;,)�GDWD�LQ�'HFHPEHU�RI�����"�

$ <HV��

4 $QG�ZLWK�UHVSHFW�WR������\RX�WHVWLILHG�WKDW�ZDV�ZLWK�

UHVSHFW�WR�1RYHPEHU�����"�

$ <HV��

4 $QG�ZLWK�UHVSHFW�WR�WKH�LPDJHV�LQ�WKH�UHPDLQGHU�RI�WKH�

IROGHUV��WKDW
V�IURP�IROGHU�%-�������WKURXJK�0VN��������ZKDW�

ZDV�WKH�PRQWK�DQG�\HDU�RI�WKH�LPDJHV�WKDW�ZH�ORRNHG�DW�

\HVWHUGD\"�

$ 7KDW�ZDV�2FWREHU�RI�
�����

4 ([DPLQHU�%RRWK��\RX�WHVWLILHG�WKDW�\RX�DOVR�FUHDWHG�D�

UHSRUW�ZLWK�UHVSHFW�WR�WKH�LPDJHV�LQ�WKLV�IROGHU��9��������LV�

WKDW�ULJKW"�

$ 7KDW
V�FRUUHFW�

4 1RZ��,
G�OLNH�\RX�WR�GLUHFW�\RXU�DWWHQWLRQ�WR�*RYHUQPHQW�

([KLELW�����$�WKURXJK�8���

06��+$--$5���0D\�,�DSSURDFK�WKH�ZLWQHVV��<RXU�+RQRU"

7+(�&2857���<HV�

%<�06��+$--$5�

4 ([DPLQHU�%RRWK��FDQ�\RX�MXVW�ORRN�DW�WKRVH�H[KLELWV"��

$ �:LWQHVV�FRPSOLHV����,�KDYH��

4 $UH�WKRVH�H[KLELWV�LPDJHV�WKDW�ZHUH�DOVR�UHIOHFWHG�LQ�
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%RRWK���GLUHFW���+DMMDU

6$0�����2&5����505����&55�����535

����

\RXU�UHSRUW�ZLWK�UHVSHFW�WR�WKDW�IROGHU"�

$ <HV��WKH\�ZHUH��

06��+$--$5���<RXU�+RQRU��WKH�*RYHUQPHQW�RIIHUV�

*RYHUQPHQW�([KLELW�����$�WKURXJK�8���

05��'HU�2+$11(6,$1���1R�REMHFWLRQ���

7+(�&2857���$OO�ULJKW��*RYHUQPHQW�([KLELW�����$�

WKURXJK�8�UHFHLYHG�LQ�HYLGHQFH��

�*RYHUQPHQW
V�([KLELWV�����$�WKURXJK�����8�ZHUH�

UHFHLYHG�LQ�HYLGHQFH���

06��+$--$5���<RXU�+RQRU��FDQ�,�MXVW�UHWULHYH�

WKH�ERRN"��

7+(�&2857���<HV��\RX�PD\���

06��+$--$5���<RXU�+RQRU��DW�WKLV�WLPH��,�ZRXOG�OLNH�

WR�DVN�WKDW�WKH�LPDJHV�EH�SXEOLVKHG�WR�WKH�MXU\�DORQH�ZLWK�

6SHFLDO�$JHQW�5HHV��LI�WKDW
V�DOO�ULJKW�ZLWK�<RXU�+RQRU���

7+(�&2857���$OO�ULJKW���

�,PDJHV�VKRZQ�WR�WKH�MXU\�DORQH����

%<�06��+$--$5�

4 ([DPLQHU�%RRWK��WKH�LPDJHV�WKDW�FRPSULVH�WKRVH�H[KLELWV��

VRPH�RI�WKHP�DUH�ORFDWHG�LQ�WKLV�IROGHU��LQGLFDWLQJ���LV�WKDW�

ULJKW"�

$ &RUUHFW�

4 $QG�ZKDW�LV�WKH�QDPH�RI�WKDW�IROGHU"�

$ ,W
V���������������������

4 $QG�WKH�UHPDLQLQJ�LPDJHV�DUH�ORFDWHG�LQ�WKLV�IROGHU�
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%RRWK���GLUHFW���+DMMDU

6$0�����2&5����505����&55�����535

����

�LQGLFDWLQJ�"�

$ <HV��

4 :KDW
V�WKH�QDPH�RI�WKDW�IROGHU"�

$ ��������������������

4 $QG�WKH�WLWOH�RI�WKH�PDLQ�IROGHU�WKDW�FRQWDLQV�ERWK�WKRVH�

IROGHUV"��

$ 7KDW�LV�9��������

4 1RZ��LQ�FRQQHFWLRQ�ZLWK�WKH�UHSRUW�\RX�FUHDWHG��ZDV�WKHUH�

(;,)�GDWD�IRU�HDFK�RI�WKHVH�SKRWRJUDSKV�ZLWKLQ�WKDW�IROGHU"�

$ <HV��WKHUH�ZDV��

4 ,�DP�VKRZLQJ�\RX����

06��+$--$5���&DQ�,�VKRZ�VRPHWKLQJ�MXVW�WR�WKH�

ZLWQHVV��<RXU�+RQRU"

7+(�&2857���*R�DKHDG�

�([KLELW�SXEOLVKHG�WR�WKH�ZLWQHVV�DORQH��

%<�06��+$--$5�

4 ,�DP�VKRZLQJ�\RX�ZKDW
V�PDUNHG�IRU�LGHQWLILFDWLRQ�DV�

*RYHUQPHQW�([KLELW�����%���

$ 1R�

7+(�&2857���*R�DKHDG���

06��+$--$5���7KDQN�\RX��

4 &DQ�\RX�VHH�WKDW��([DPLQHU�%RRWK"��

06��+$--$5���0D\�,�DSSURDFK�WKH�ZLWQHVV�ZLWK�LW��

<RXU�+RQRU"

7+(�&2857���<HV��JR�DKHDG��
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%<�06��+$--$5�

4 'R�\RX�UHFRJQL]H�WKLV�H[KLELW"�

$ <HV��,�GR��

4 $QG�LV�WKLV�WKH�(;,)�GDWD�IRU�WKH�LPDJHV�WKDW�ZH�MXVW�

GLVFXVVHG"�

$ <HV��

06��+$--$5���<RXU�+RQRU��WKH�*RYHUQPHQW�RIIHUV�

*RYHUQPHQW�([KLELW�����%�LQWR�HYLGHQFH���

05��'HU�2+$11(6,$1���1R�REMHFWLRQ��

7+(�&2857���$OO�ULJKW��([KLELW�����%�LV�UHFHLYHG�LQ�

HYLGHQFH��

�*RYHUQPHQW
V�([KLELW�����%�ZDV�UHFHLYHG�LQ�

HYLGHQFH���

06��+$--$5���0D\�,�SXEOLVK�LW��<RXU�+RQRU"

7+(�&2857���<HV��OHW�XV�VHH���

�([KLELW�SXEOLVKHG���

7+(�&2857���2ND\���$OO�ULJKW���

06��+$--$5���7KDQN�\RX��

4 ([DPLQHU�%RRWK��WKLV�H[KLELW�LV�QRW�WKH�HQWLUHW\�RI�WKH�

UHSRUW�\RX�FUHDWHG�ZLWK�UHVSHFW�WR�WKDW�IROGHU��LV�WKDW�ULJKW"�

$ 1R��LW�LVQ
W��

4 ,W
V�MXVW�WKH�(;,)�GDWD"�

$ <HV��

4 2ND\���$QG�VR�IRU�WKH�ILUVW�SDJH�RI�*RYHUQPHQW�

([KLELW������WKDW
V�WKH�ILUVW�LPDJH�ZH�ORRNHG�DW��,PDJH����
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VRUU\��MXVW�UHIHUULQJ�WR�*RYHUQPHQW�([KLELW������WKDW
V�WKH�

ILUVW�LPDJH�KHUH��LQGLFDWLQJ�"�

�([KLELW�SXEOLVKHG���

$ <HV��LW�LV��

4 $QG�ZKDW�LV�WKH�(;,)�LPDJH�PDNH�DQG�PRGHO"�

$ 7KH�PDNH�LV�D�&DQQRQ�(26���'��

4 $QG�WKH�GDWH�DQG�WLPH"

$ 7KH�GDWH�WLPH�RULJLQDO�LV����������������������

4 $QG�WKDW
V�1RYHPEHU��QG������"�

$ <HV��LW�LV��

4 7XUQLQJ�WR�SDJH����RI�WKH�VDPH�H[KLELW��LW
V�WKH�VDPH�

FDPHUD�IRU�,PDJH��������

$QG�ZKDW
V�WKH�GDWH�DQG�WLPH"�

$ 7KH�RULJLQDO�GDWH�DQG�WLPH�LV�����������������������

4 $QG�WKDW
V��DJDLQ��1RYHPEHU��QG"�

$ <HV��LW�LV��

7+(�&2857���'R�\RX�KDYH�WKH�VHULDO�QXPEHU�RI�WKH�

FDPHUD"

%<�06��+$--$5�

4 6R�WXUQLQJ�\RXU�DWWHQWLRQ��([DPLQHU�%RRWK��WR�SDJH����RI�

WKDW�H[KLELW���

�([KLELW�SXEOLVKHG���

4 7KDW
V��DJDLQ��WKH�&DQQRQ�(26���'�FDPHUD"�

$ <HV��

4 $QG�ZKDW
V�WKH�VHULDO�QXPEHU"
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$ 7KH�VHULDO�QXPEHU�LV��������������

4 ,V�WKDW�WKH�VDPH�VHULDO�QXPEHU�DV�DOO�RI�WKH�LPDJHV�ZH
YH�

EHHQ�GLVFXVVLQJ�WKLV�IDU"�

$ <HV��,�EHOLHYH�LW�LV��

4 7XUQLQJ�\RXU�DWWHQWLRQ�WR�SDJH�����WKLV�LV�IRU�

,PDJH��������

7KH�VDPH�FDPHUD�DVVRFLDWHG�ZLWK�WKLV"�

$ <HV��

4 :KDW
V�WKH�GDWH�DQG�WLPH"�

$ 7KH�GDWH�WLPH�RULJLQDO�LV����������������������

4 $QG�WXUQLQJ�WR�SDJH�����WKLV�LV�IRU�,PDJH�������:KDW
V�

WKH�GDWH�DQG�WLPH"�

$ 'DWH�WLPH�RULJLQDO�LV�����������������������

4 7KH�IROORZLQJ�LPDJH��ZKLFK�LV�RQ�SDJH������7KH�GDWH�DQG�

WLPH"�

$ 7KH�WLPH�RULJLQDO�LV����������������������

4 )RU�WKH�IROORZLQJ�LPDJH��,PDJH������LV�WKDW��DJDLQ��

1RYHPEHU��QG������"�

$ <HV��

4 $QG�WKH�IROORZLQJ�LPDJH��DJDLQ��1RYHPEHU��QG������"�

$ <HV��LW�LV��

4 $QG�WKH�VDPH�IRU�WKH�IROORZLQJ�LPDJH�����"�

$ <HV��LW�LV��

4 7KH�IROORZLQJ�LPDJH�DV�ZHOO�����"�

$ <HV��LW�LV��
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4 $QG������WKH�VDPH��1RYHPEHU��QG������"�

$ <HV��

4 $QG�WKH�VDPH�IRU����"�

$ <HV��

4 $V�ZHOO�DV����"�

$ <HV��

4 $V�ZHOO�DV����"�

$ <HV��

4 1RZ��,�ZDQW�WR�GLUHFW�\RXU�DWWHQWLRQ�TXLFNO\�WR�

*RYHUQPHQW�([KLELW�����DJDLQ���

�([KLELW�SXEOLVKHG���

%<�06��+$--$5���

4 (DFK�RI�WKH�LPDJHV�ZH�ORRNHG�DW�ZHUH�GDWHG�1RYHPEHU��QG��

�������

$UH�WKH\�ZLWKLQ�WKH�IROGHU�WLWOHG�����������"�

$ <HV��WKH\�DUH��

4 2ND\���7KH�UHPDLQLQJ�LPDJHV�DUH�ZLWKLQ�������������LV�

WKDW�ULJKW"�

$ &RUUHFW���

4 $QG�VR�VWDUWLQJ�ZLWK�WKH�ILUVW�LPDJH�RI�WKDW�VHJPHQW��

ZKLFK�LV����ZKDW
V�WKH�QDPH�RI�WKH�ILUVW�LPDJH�LQ�WKDW�IROGHU"�

$ 7KDW�LV�,0*B������

4 6RUU\���,
OO�MXVW�]RRP�LQ�D�ELW�RQ�*RYHUQPHQW�

([KLELW������

$ 2K�������
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4 2ND\���

6R�WKH�UHPDLQLQJ�LPDJHV�VSDQ�IURP�,PDJH�����WKURXJK�

,PDJH������LV�WKDW�ULJKW"�

$ &RUUHFW�

4 6R�ZLWK�UHVSHFW�WR�WKH�(;,)�GDWD�IRU�,PDJH������ZKDW
V�

WKH�GDWH�DQG�WLPH"��

$ 7KH�GDWH�WLPH�RULJLQDO�LV�������������

4 6R�WKDW�LPDJH�ZDV�WDNHQ�1RYHPEHU���WK������"�

$ &RUUHFW���

4 $QG�LV�LW�WKH�VDPH�FDPHUD��&DQQRQ�FDPHUD"�

$ <HV��LW�LV��

4 $QG�WXUQLQJ�WR�WKH����SDJH�����IRU�WKDW�LPDJH��LV�LW�WKH�

VDPH�VHULDO�QXPEHU"�

$ <HV��LW�LV��

4 7KHQ�WXUQLQJ�WR�WKH�IROORZLQJ�LPDJH��,PDJH������LV�WKH�

GDWH�DQG�WLPH�WKH�VDPH����WKH����QRW�WKH�WLPH��QHFHVVDULO\��

EXW�WKH�GDWH��1RYHPEHU���WK������"�

$ <HV��LW�LV��

4 $QG�IRU�WKH�IROORZLQJ�LPDJH�������LV�WKLV�DOVR�WKH�VDPH�

GDWH��1RYHPEHU���WK������"�

$ <HV��LW�LV��

4 $QG�WKH�QH[W�LPDJH�DV�ZHOO��WKH�VDPH�GDWH"�

$ <HV��LW�LV��

4 $QG�,PDJH������WKH�IROORZLQJ�LPDJH��VDPH�GDWH"�

$ <HV��LW�LV��
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4 $QG�LPDJH����

7+(�&2857���:H�FDQ
W�VHH�WKH�QXPEHU���

06��+$--$5���,
P�VRUU\���7KHUH�ZH�JR��

7+(�&2857���*R�DKHDG��

%<�06��+$--$5�

4 ,PDJH������WKH�VDPH�GDWH"

$ <HV��LW�LV��

4 7KH�ODVW�LPDJH��ZKLFK�LV�,PDJH������LV�LW�WKH�VDPH�GDWH"�

$ <HV��LW�LV��

4 'LG�\RX�REVHUYH�DQ\WKLQJ�DERXW�WKH�WLPHV�RI�WKH�LPDJHV�LQ�

VHTXHQFH"�

$ 7KH�WLPHV��LQ�JHQHUDO��ZHUHQ
W����DV�IDU�DV����DV�IDU�DV�

WKH�VHFRQGV�DUH�FRQFHUQHG��ZHUH�VSRUDGLF���6R�WKH\
UH�QRW�LQ�

RQH�VHFRQG�RUGHU���6R�LW
V�QRW�OLNH����VHFRQGV�����VHFRQGV��

���VHFRQGV���7KH\
UH�JURXSHG�LQ����D�OLWWOH�RII���6R�,�JDWKHU�

WKDW�MXVW�ZRXOG�EH�VWDQGDUG�

4 :KDW�GR�\RX�PHDQ�E\����

$ 7KH\
UH�QRW�MXVW�VFDWWHUHG�DURXQG���7KH\�ZHUH�QRW�LQ�DQ�

RUGHU��MXVW�OLNH�ZKHUH�LW
V�RQH�VHFRQG��HYHU\�WZR�VHFRQGV�\RX�

JHW�D�SLFWXUH���6R�LW�GRHVQ
W�VHHP�WR�EH�D�WLPHU��LW�VHHPV�WR�

EH�MXVW�QRUPDO�XVDJH�RI�D�FDPHUD��

4 &DQ�\RX�H[SODLQ�WKDW"��:KDW�GR�\RX�PHDQ"�

$ :HOO��\RX�PLJKW�WDNH�D�SLFWXUH�HYHU\�RQH�RU�WZR�VHFRQGV���

$QG��\RX�NQRZ��GHSHQGLQJ�LI�\RX
UH�DW�D�SDUW\��\RX�NQRZ�KRZ�

PDQ\�SLFWXUHV�\RX�WDNH�DW�D�SDUW\���<RX
UH�QRW�WDNLQJ�RQH�
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HYHU\�WZR�VHFRQGV�DQG�LW
V�WLPHG�HYHU\�WZR�VHFRQGV��XQOHVV�\RX�

KDYH�LW�RQ�D�WLPHU���6R�LW
V�JRLQJ�WR�EH�VSRUDGLF��

4 6R�LW
V�QRW�UHJXODU��LQ�RWKHU�ZRUGV��WKH�LPDJHV����WKH�

WLPH�DQG����WKH�VSHFLILF�WLPH�RI�HDFK�LPDJH�LQ�VHTXHQFH"

$ <HDK��LW
V�QRW�D�UHJXODU�SDWWHUQ�ZKHUH�LW
V�HYHU\�WZR�

VHFRQGV���6R�LW�GRHV�QRW�DSSHDU�WR�EH�RQ�D�WLPHU��

4 $QG��([DPLQHU�%RRWK��WKH�(;,)�GDWD�ZH�MXVW�H[DPLQHG��WKH\�

UHIOHFW�WZR�GDWHV�RQ�ZKLFK�WKH�LPDJHV�ZHUH�WDNHQ"�

$ <HV��

4 1RYHPEHU��QG��������DQG�1RYHPEHU���WK������"�

$ &RUUHFW��

06��+$--$5���1R�IXUWKHU�TXHVWLRQV��<RXU�+RQRU���

7+(�&2857���&URVV�H[DPLQDWLRQ����

&5266�(;$0,1$7,21

%<�05��GHU�2+$11(6,$1�

4 *RRG�PRUQLQJ���,V�LW�0U��%RRWK"�

$ <HV��LW�LV��

4 ,V�WKDW�\RXU�RIILFLDO�WLWOH�WKDW�,�VKRXOG�XVH"

$ <RX�PD\��

4 2ND\��WKDQN�\RX���

,Q�WHUPV�RI�WKH�PDWHULDO�\RX�UHYLHZHG��LV�LW�RQO\�

\RXU�PDWHULDO�WKDW�\RX�UHYLHZHG"�

$ <HV��

4 'R�\RX�XQGHUVWDQG�P\����GLG�\RX�UHYLHZ�DQ\�PDWHULDO�

SUHSDUHG�E\�DQ\RQH�HOVH��HLWKHU�IURP�WKH�)%,��DQ\�RWKHU�ODE�RU�



 
 
 
 
 
 
 
 
 
 
 
 

EXHIBIT 4 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



�

�

�

�

�

�

�

�

�

��

��

��

��

��

��

��

��

��

��

��

��

��

��

��

��

3URFHHGLQJV

6$0�����2&5����505����&55�����535

����

$ :KLFK����ZKLFK�PHWDGDWD�DUH�\RX�VSHFLILFDOO\����

4 7KH�GDWH�DFFHVVHG�

$ <RX
UH�WDONLQJ�IURP�WKH�ILOH�V\VWHP"

4 ,
P�WDONLQJ�DERXW�WKH�GDWD�WKDW�ZH�MXVW�ORRNHG�DW���

$ 7KDW�ILOH�V\VWHP�GDWD�DSSHDUV�WR�KDYH�EHHQ�FKDQJHG��

4 :KHQ�ZH�VD\��FKDQJHG���LW�ZDV�FKDQJHG�ZKLOH�LW�ZDV�LQ�WKH�

SRVVHVVLRQ�RI�WKH�)%,"�

$ ,I�,
P�WDNLQJ�WKH�GDWHV�RQ�ZKHQ�ZH�UHFHLYHG�LW��LW�ZRXOG�

DSSHDU�VR��

4 $QG�WKH�GDWHV�WKDW�\RX�UHFHLYHG�MXVW�QRZ�FDPH�IURP�\RXU�

UHSRUW��FRUUHFW"

$ <HV��

4 7KDW�\RX�JHQHUDWHG�DV�HYLGHQFH�LQ�WKH�FDVH�DJDLQVW����

8QLWHG�6WDWHV�DJDLQVW�.HLWK�5DQLHUH��FRUUHFW"

$ <HV��

4 7KH�JRDO�RI�IRUHQVLF�H[DPLQDWLRQ�LV�WR�SUHVHUYH�WKH�

HOHFWURQLF�GDWD��VR�WKDW�WKH�PHWDGDWD�GRHVQ
W�FKDQJH��FRUUHFW"�

$ &RUUHFW�

4 'R�\RX�NQRZ�WKH�QDPH�RI�WKH�SHUVRQ�ZKR�DFFHVVHG�WKH�6'�RU�

PHGLD�FDUG��([KLELW������RQ�6HSWHPEHU���������"�

$ 1R��,�GR�QRW��

4 'R�\RX�KDYH�DQ\�UHFRUG�LQ�DQ\�SLHFH�RI�HYLGHQFH�RU�QRWHV�

WKDW�UHIOHFWV�WKH�DFFHVVLQJ�RI�*RYHUQPHQW�([KLELW�����E\�DQ\�

UHSUHVHQWDWLYH�RI�WKH�)%,�RQ�6HSWHPEHU���������"�

$ 1R��,�GR�QRW��
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%5,$1�%227+�

SUHYLRXVO\�FDOOHG�DV�D�ZLWQHVV�E\�WKH�*RYHUQPHQW��KDYLQJ�

EHHQ�SUHYLRXVO\�GXO\�VZRUQ�DIILUPHG�E\�WKH�&RXUWURRP�

'HSXW\��ZDV�H[DPLQHG�DQG�WHVWLILHG�IXUWKHU�XQGHU�RDWK�DV�

IROORZV�

&5266�(;$0,1$7,21�&217,18('�

%<�05��GHU�2+$11(6,$1�

4 0U��%RRWK��,
P�JRLQJ�WR�VKRZ�\RX�VRPH�LWHPV�ILUVW���

05��GHU�2+$11(6,$1���-XGJH��WKLV�ZLOO�MXVW�EH�IRU�

WKH�ZLWQHVV��

7+(�&2857���$OO�ULJKW��OHW�PH�VHH�

*R�DKHDG��

4 7KLV�LV�([KLELW������ZKLFK�ZH�ORRNHG�DW�IURP�WKLV�

PRUQLQJ���$QG�FRXOG�\RX�UHLWHUDWH�ZKDW�����LV"�

$ ����LV�WKH�SDFNDJH�VKHHW�IURP�WKH�GLJLWDO�FDPHUD�SLHFH�RI�

HYLGHQFH���

4 $QG�GRHV�WKLV�LQFOXGH�WKH�GDWD�FDUG��([KLELW������RU�QRW"�

$ )URP�ZKDW�,����P\�XQGHUVWDQGLQJ�ZDV�WKDW�ZDV�ZKDW�ZDV�

REWDLQHG�RXWVLGH�WKH����RU�LQVLGH�WKH�DFWXDO�FDPHUD��

4 6R�GR�\RX�NQRZ�LI�WKHUH�LV�D�VHSDUDWH�GRFXPHQW�IRU�WKH�

GDWD�GHYLFH"�

$ 1R��WKHUH�LVQ
W��

4 7KHQ�,�ZDQW�WR�VKRZ�\RX�GRFXPHQW�����

:KDW�LV�WKDW"�

$ ,W
V�D�HYLGHQFH�EDU�FRGH���,W
V��%�����,W
V�WKH����RQH�



�

�

�

�

�

�

�

�

�

��

��

��

��

��

��

��

��

��

��

��

��

��

��

��

��

3URFHHGLQJV

6$0�����2&5����505����&55�����535

����

UHG�URSH�FRQWDLQLQJ�WKH�:HVWHUQ�'LJLWDO�VWRUDJH�GHYLFH���

4 $QG�ZKDW�GR�\RX�FDOO�WKLV�GRFXPHQW"�

$ 7KLV�LV�WKH�HYLGHQFH�VKHHW���

4 $QG�WKLV�ZRXOG�EH�IRU�WKH�:HVWHUQ�'LJLWDO�GULYH"

$ <HV��

05��GHU�2+$11(6,$1���,
OO�RIIHU�����DQG�����DW�WKLV�

WLPH���

06��+$--$5���1R�REMHFWLRQ��

7+(�&2857���$OO�ULJKW��'HIHQVH�([KLELWV�����DQG�����

DUH�UHFHLYHG�LQ�HYLGHQFH�

�'HIHQGDQW
V�([KLELWV�����DQG�����ZHUH�UHFHLYHG�LQ�

HYLGHQFH���

%<�05��GHU�2+$11(6,$1�

4 0U��%RRWK��([KLELWV�����DQG�����DUH�LQ�HYLGHQFH���,I�\RX�

QHHG�WKHP�WR�DQVZHU�P\�TXHVWLRQV��SOHDVH�DVN�PH�IRU�WKHP�

$ 2ND\�

05��GHU�2+$11(6,$1���7KLV�ZLOO�EH�MXVW�IRU�WKH�

ZLWQHVV��<RXU�+RQRU�

4 7KLV�LV�VHYHUDO�VKHHWV�RI�SDSHU���6R�ZKDW�,�DP�JRLQJ�WR�

GR�LV�VKRZ�LW�WR�\RX�GLUHFWO\��VR�\RX�FDQ�ORRN�WKURXJK�DOO�RI�

WKHP��UDWKHU�WKDQ�P\�GRLQJ�LW�IURP�WKH�(/02���

05��GHU�2+$11(6,$1���,V�WKDW�RND\��<RXU�+RQRU��LI�,�

JLYH�LW�WR�WKH�ZLWQHVV"

7+(�&2857���6XUH���

7+(�:,71(66����:LWQHVV�FRPSOLHV����
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%<�05��GHU�2+$11(6,$1�

4 )LUVW��WKH�QXPEHU�RQ�WKDW�H[KLELW�RQ�WKH�IURQW�SDJH��MXVW�

VR�,����IRU�WKH�UHFRUG��LV�';�ZKDW"�

$ ';������

4 $QG�ZKDW�LV�';����"

$ ';�����LV�D�URXJK�GUDIW�RI�WKH�H[DPLQDWLRQ�QRWHV��

4 $UH�WKRVH�WKH�QRWHV�WKDW�\RX�ZHUH�UHIHUULQJ�WR�WKLV�

PRUQLQJ"�

$ <HV��,�DP��

4 7KDW�\RX�VDLG�\RX�GLGQ
W�KDYH"�

$ <HV��

4 7KDW�PLJKW�KHOS�\RX�DQVZHU�VRPH�TXHVWLRQV"�

$ <HV��

4 'RHV�LW�FRQWDLQ�WKH�SKRWRV�WKDW�ZHUH�WDNHQ�LQ�WKLV�FDVH�

DOVR"�

$ <HV��WKH\�GR��

4 2ND\���$QG��DJDLQ��LI�\RX�QHHG�WKDW�WR�DQVZHU�P\�

TXHVWLRQV��WR�UHIUHVK�\RXU�UHFROOHFWLRQ��MXVW�OHW�PH�NQRZ���

7KH�ILUVW�TXHVWLRQ�LV���$UH�WKHUH�DQ\�SKRWRV�WKDW�

ZHUH�WDNHQ�RI�WKH�ER[�LQ�ZKLFK�WKH�&DQQRQ�FDPHUD�DQG�VWRUDJH�

GHYLFH�ZHUH�ORFDWHG"�

$ 1R��WKHUH�ZDVQ
W��

4 1RZ��\RX�FDQ�DQVZHU�WKDW�ZLWK�FHUWDLQW\��FRUUHFW"

$ <HV��EHFDXVH�WKH����EHFDXVH�RI�WKH�VSHHG�RI�KDYLQJ�WR�GR�

WKH�FDPHUD�DW�WKLV�SRLQW��DQG�WKDW�WKH�FDPHUD�ZDV�DOVR�
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SURGXFHG�LQ�FRXUW�DOUHDG\��WKDW�,�MXVW�QHHGHG�WR�

DFWXDOO\�SURFHVV�WKH�LWHP��DQG�JHW�LW����JHW�WKH�LWHP�

SURFHVVHG���

4 :KHQ�\RX�VD\�WKH�FDPHUD�ZDV�SURGXFHG�LQ�FRXUW��ZKHQ�ZDV�

WKDW"�

$ ,�WKLQN�LW�ZDV�WKDW�PRUQLQJ��LI�,
P����LI�,
P�QRW�

PLVWDNHQ���,�ZDVQ
W�LQ�FRXUW��VR�,�GRQ
W�NQRZ��

4 :LOO�WKRVH�QRWHV�LQ�([KLELW�����KHOS�\RX�DQVZHU�WKDW�

TXHVWLRQ��LI�\RX�EHOLHYH�WKH�FDPHUD�ZDV�SURGXFHG�LQ�VRPH�FRXUW�

SURFHHGLQJ"�

$ 1R�

4 2ND\���7KDW
V�MXVW�\RXU�JXHVV"��

$ <HDK��WKDW�ZDV�ZKDW�,�KHDUG�IURP�VRPHRQH�RQ�WKH�VTXDG���

6R�,�GRQ
W�NQRZ�IRU�VXUH��

4 7KDW
V�QRW�UHIOHFWHG�LQ�WKH�QRWHV��FRUUHFW"�

$ 1R��LW
V�QRW�UHIOHFWHG�LQ�WKH�QRWHV��

4 'RHV�([KLELW�����KHOS�\RX�DQVZHU�WKH�TXHVWLRQ�ZKHQ�WKH�

&DQQRQ�FDPHUD�DQG�VWRUDJH�GHYLFH�ZHUH�GHOLYHUHG�WR�WKH�)%,�

&$57�RIILFH"�

$ 1R��WKH�HYLGHQFH�VKHHW�ZRXOG�KDYH�WKDW�LQIRUPDWLRQ��

4 ,V�WKDW�RQH�RI�WKH�WZR�H[KLELWV�WKDW�ZH�MXVW�SXW�LQ�

HYLGHQFH"�

$ <HV��,�ZRXOG�EHOLHYH�LW�ZRXOG�EH�

4 /RRNLQJ�DW�([KLELW�������

�([KLELW�SXEOLVKHG���
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$ 7KDW
V�WKH�&DQQRQ�FDPHUD"

4 <HV�

$ <HV��

4 $QG�WKLV�PRUQLQJ��,�WKLQN����ORRNLQJ�DW�WKH�ILUVW�SDJH��

GRHV�WKDW�WHOO�\RX�ZKHQ�LW�FDPH�WR�WKH�&$57�RIILFH"

$ <RX
OO�KDYH�WR�VFUROO�GRZQ�D�OLWWOH����VFUROO�XS�D�OLWWOH�

ELW��DQG�LW
V�XS�WR�WKH�ULJKW���,W�VD\V�ZKHQ�ZH�UHFHLYHG�LW���

�([KLELW�SXEOLVKHG���

$ <RX
UH�JRLQJ�GRZQ���<RX�QHHG�WR�JR�XS��

4 :KDW
V�WKH�GDWH"�

$ <RX�QHHG�WR�JR�XS���

7+(�&2857���7R�WKH�WRS�RI�WKH�SDJH"��

7+(�:,71(66���<HV��WRS�RI�WKH�SDJH���

7+(�&2857���+ROG�RQ�

05��GHU�2+$11(6,$1���7KLV�FDQ�EH�IRU�WKH�MXU\���

7+(�&2857���<HV��,�NQRZ���,�MXVW�ZDQW�LW�WR�EH�XS���

<HDK��RND\�

�([KLELW�SXEOLVKHG���

7+(�:,71(66���$QG�\RX�QHHG�WR�PRYH�LW�WR�WKH�OHIW�D�

OLWWOH�ELW��VR�,�FDQ�VHH�LW���

05��GHU�2+$11(6,$1���+HUH�\RX�JR��

7+(�:,71(66��������RI�
���

%<�05��GHU�2+$11(6,$1��

4 6R�0DUFK���WK��������LV�ZKHQ�WKH�&DQQRQ�FDPHUD�DQG�

([KLELW�����ZHUH�GHOLYHUHG�WR�WKH�ODE"�
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$ <HV��

4 $QG�GR�\RXU�QRWHV�QRZ��([KLELW������KHOS�\RX�DQVZHU�WKH�

TXHVWLRQ�ZKHQ�WKH�&DQQRQ�FDPHUD�DQG�VWRUDJH�GHYLFH�������ZHUH�

ILUVW�H[DPLQHG�E\�WKH�&$57�XQLW"�

$ 7KH����WKH����P\�QRWHV�UHIOHFW�ZKHQ�,�H[DPLQHG�DQG�KDG�

DFFHVV�WR�WKH�&DQQRQ�FDPHUD���

4 2ND\���$QG�WKDW
V�ZKDW����

$ $QG�RQO\����DQG�RQO\�PH�KDYLQJ�DFFHVV�WR�WKDW��

4 $QG�ZKDW�GR�\RXU�QRWHV�UHIOHFW"��

$ ,�UHFHLYHG�LW�RQ������RI�
����

4 -XQH���WK������"�

$ <HV��

4 $QG�WKHQ�\RX�JHQHUDWHG�D�UHSRUW��FRUUHFW"

$ &RUUHFW�

4 $QG�)HEUXDU\���QG�LV�ZKHQ�WKH�&$57�RIILFH�ILUVW�SXW�DQ�

HYLGHQFH�VWLFNHU�RQ�WKH�GHYLFH��FRUUHFW"

$ &RUUHFW�

4 $QG�WKHQ�-XQH���WK�LV�\RXU�LQLWLDOV�ZKHQ�\RX�GLG�\RXU�

ZRUN�ZLWK�WKLV�GHYLFH��FRUUHFW"�

$ &RUUHFW���

4 <RX�SUHSDUHG�D�UHSRUW�FRQFHUQLQJ�WKH�PHWDGDWD�REWDLQHG�

IURP�WKH�VWRUDJH�GHYLFH��ZKLFK�LV�([KLELW������FRUUHFW"

$ &RUUHFW�

4 ([KLELW������ZKLFK�LV�LQ�HYLGHQFH��FRQWDLQV�LQIRUPDWLRQ�

DERXW�PHWDGDWD�DVVRFLDWHG�ZLWK�LPDJHV�IURP�WKLV�HOHFWURQLF�
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$ :KLFK����ZKLFK�PHWDGDWD�DUH�\RX�VSHFLILFDOO\����

4 7KH�GDWH�DFFHVVHG�

$ <RX
UH�WDONLQJ�IURP�WKH�ILOH�V\VWHP"

4 ,
P�WDONLQJ�DERXW�WKH�GDWD�WKDW�ZH�MXVW�ORRNHG�DW���

$ 7KDW�ILOH�V\VWHP�GDWD�DSSHDUV�WR�KDYH�EHHQ�FKDQJHG��

4 :KHQ�ZH�VD\��FKDQJHG���LW�ZDV�FKDQJHG�ZKLOH�LW�ZDV�LQ�WKH�

SRVVHVVLRQ�RI�WKH�)%,"�

$ ,I�,
P�WDNLQJ�WKH�GDWHV�RQ�ZKHQ�ZH�UHFHLYHG�LW��LW�ZRXOG�

DSSHDU�VR��

4 $QG�WKH�GDWHV�WKDW�\RX�UHFHLYHG�MXVW�QRZ�FDPH�IURP�\RXU�

UHSRUW��FRUUHFW"

$ <HV��

4 7KDW�\RX�JHQHUDWHG�DV�HYLGHQFH�LQ�WKH�FDVH�DJDLQVW����

8QLWHG�6WDWHV�DJDLQVW�.HLWK�5DQLHUH��FRUUHFW"

$ <HV��

4 7KH�JRDO�RI�IRUHQVLF�H[DPLQDWLRQ�LV�WR�SUHVHUYH�WKH�

HOHFWURQLF�GDWD��VR�WKDW�WKH�PHWDGDWD�GRHVQ
W�FKDQJH��FRUUHFW"�

$ &RUUHFW�

4 'R�\RX�NQRZ�WKH�QDPH�RI�WKH�SHUVRQ�ZKR�DFFHVVHG�WKH�6'�RU�

PHGLD�FDUG��([KLELW������RQ�6HSWHPEHU���������"�

$ 1R��,�GR�QRW��

4 'R�\RX�KDYH�DQ\�UHFRUG�LQ�DQ\�SLHFH�RI�HYLGHQFH�RU�QRWHV�

WKDW�UHIOHFWV�WKH�DFFHVVLQJ�RI�*RYHUQPHQW�([KLELW�����E\�DQ\�

UHSUHVHQWDWLYH�RI�WKH�)%,�RQ�6HSWHPEHU���������"�

$ 1R��,�GR�QRW��
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GHYLFH��FRUUHFW"

$ &RUUHFW��

4 ,W
V�RND\�WR�FDOO�LW�DQ�HOHFWURQLF�GHYLFH"�

$ <HV��\RX�FDQ��

4 $QG�ZKHQ�ZH�WDON�DERXW�WKH�PHWDGDWD�LQ�WKLV�FDVH�IRU�WKLV�

FDUG��LW�ZRXOG�LQFOXGH�ZKHQ�LW�ZDV�FUHDWHG��FRUUHFW"

$ 7KH�PHWDGDWD�ZLOO�KDYH�D�GDWH�WLPH�WKDW�ZRXOG�VD\�D�

FUHDWHG�GDWH��

4 :KHQ�LW�ZDV�DFFHVVHG"�

$ ,W�ZLOO�KDYH�DQ�DFFHVV�WLPH�GDWH��

4 $QG�ZKHQ�LW�ZDV�PRGLILHG"�

$ $QG�PRGLILHG�GDWHV��\HV��

4 $QG�ZDV�WKLV�GHYLFH�DOVR�WDNHQ�WKURXJK�WKH�SURFHVV�RI�

ZULWH�FRSLHG����ZULWH�SURWHFWHG"�

$ :KHQ�LW�ZDV�LQ�P\�KDQGV�LW�ZDV�ZULWH�SURWHFWHG��\HV��

4 &DQ�\RX�WHOO�PH�ZKHQ�WKDW�ZDV"�

$ 7KDW�KDSSHQHG�RQ�������

4 $QG��DJDLQ��WKH�UHDVRQ�\RX�ZULWH�SURWHFW�WR�EH����WKH����

ZKHWKHU�LW
V�D�KDUG�GULYH�RU�D�SLHFH�RI�GDWD��OLNH�WKLV�GDWD�

GLVN��IRUHQVLFDOO\�\RX�GRQ
W�DFFHVV�LW�GLUHFWO\��FRUUHFW"

$ 1R��ZH�GRQ
W��

4 $QG�WKDW
V�ZKDW�\RX�GHVFULEHG�\HVWHUGD\�WR�WKH�

SURVHFXWRU��WKDW
V�ZKDW�\RX�GHVFULEHG�WR�PH�WKLV�PRUQLQJ��

FRUUHFW"�

$ &RUUHFW�



�

�

�

�

�

�

�

�

�

��

��

��

��

��

��

��

��

��

��

��

��

��

��

��

��

3URFHHGLQJV

6$0�����2&5����505����&55�����535

����

4 $QG�WKDW
V�YHU\��YHU\�LPSRUWDQW��FRUUHFW"

$ <HV��LW�LV��

4 %HFDXVH�\RX�ZDQW�WR�PDLQWDLQ�WKH�LQWHJULW\�RI�WKH�

HOHFWURQLF�HYLGHQFH"�

$ <HV��,�GR��

4 ,
G�OLNH�WR�WDNH�\RX�WR����WKLV�LV�SDJH����RI�

([KLELW�������$QG�,
G�OLNH�WR�EHJLQ�ZLWK�-3(*�RQ�WRS�KHUH��

����

�([KLELW�SXEOLVKHG���

%<�05��GHU�2+$11(6,$1�

4 )LUVW�RI�DOO��,�ZDQW�WR�PDNH�VXUH�\RX�FDQ�UHDG�WKDW�

$ ,�FDQ�VHH�LW��

4 <RX�VD\�WKDW�WKLV�LPDJH�ZDV�FUHDWHG�RQ�0DUFK��WK������"�

$ 7KDW
V�WKH�FUHDWHG�GDWH�WKDW
V���

4 <HV"�

$ 7KDW
V�WKH�FUHDWHG�GDWH�WKDW
V�OLVWHG�IRU�WKH�ILOH��

4 ,W�ZDV�PRGLILHG�RQ�0DUFK��������"�

$ 7KDW
V�WKH�PRGLILHG�GDWH�WKDW
V�UHIOHFWHG�IURP�WKH�ILOH�

V\VWHP��

4 $QG�WKHQ�LW�ZDV�DFFHVVHG��FRUUHFW��RQ�D�FHUWDLQ�GDWH"�

$ <HV��,�VHH�LW
V�EHHQ�DFFHVVHG��

4 ,W�ZDV�DFFHVVHG�RQ�6HSWHPEHU�����������FRUUHFW"

$ &RUUHFW�

4 /RRN�DW�H[KLELW����WKH�VDPH�H[KLELW��,PDJH�������

7KH�QH[W�LWHP�UHIOHFWV�ZKDW�PLJKW�EH�FDOOHG��FDUYHG�
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GDWD�"

$ <HV��

4 2ND\���,W�GRHVQ
W�PHDQ�WKH�LPDJH�GRHVQ
W�H[LVW�RQ�WKH�

FRPSXWHU��WKRXJK��FRUUHFW"�

$ :HOO��LI�\RX
UH�WDONLQJ�DERXW�WKH�(;,)�+70/��LV�WKDW�ZKDW�

\RX
UH�UHIHUHQFLQJ"

4 1R���:HOO��IRU�H[DPSOH��ULJKW�EHORZ�LW�\RX�VHH�,PDJH����"�

$ <HV��

4 /HW
V�FRQWLQXH���,PDJH�����FUHDWHG�LQ�0DUFK����������

FRUUHFW"

$ &RUUHFW�

4 0RGLILHG�LQ������DQG�LW�ZDV�DFFHVVHG�RQ�6HSWHPEHU�����

������FRUUHFW"

$ &RUUHFW��

4 $QG�WKDW
V�DFFRUGLQJ�WR�ZKDW�\RX
UH�UHDGLQJ�RII�WKLV�

([KLELW������FRUUHFW"

$ &RUUHFW�

4 $QG�,PDJH������WKDW�ZDV�DOVR�DFFHVVHG�RQ�6HSWHPEHU�����

������FRUUHFW"

$ &RUUHFW�

4 ([KLELW�>VLF@�����ZDV�DFFHVVHG�RQ�6HSWHPEHU���������"�

$ :KLFK�QXPEHU�DJDLQ��H[FXVH�PH"

4 ����

$ <HV��

4 ,PDJH������WKDW�ZDV�DOVR�DFFHVVHG�RQ�6HSWHPEHU�����������
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FRUUHFW"�

$ &RUUHFW�

4 ,PDJH�����ZDV�DFFHVVHG�RQ�6HSWHPEHU�����������FRUUHFW"�

$ &RUUHFW�

4 ,PDJH������-3(*��DFFHVVHG�RQ�6HSWHPEHU���������"��,V�WKDW�

ZKDW�WKH�DFFHVV�GDWH�LV"�

$ ,V�WKDW�D�TXHVWLRQ�RU����

4 <HV���0\�TXHVWLRQ�LV���'RHV�\RXU�UHSRUW��LQ�([KLELW�����$�

RI�WKH�*RYHUQPHQW��UHIOHFW�WKDW�-3(*�,PDJH�����ZDV�DFFHVVHG�RQ�

6HSWHPEHU����������>VLF@"�

$ &RUUHFW���

4 'RHV�\RXU�UHSRUW�UHIOHFW�WKDW�,PDJH�����ZDV�DFFHVVHG�RQ�

6HSWHPEHU���������"

$ &RUUHFW���

7+(�&2857���&RXOG�\RX�UHSHDW�WKDW"

05��GHU�2+$11(6,$1���<HV���

%<�05��GHU�2+$11(6,$1�

4 'RHV�\RXU�UHSRUW�UHIOHFW�WKDW�-3(*�,PDJH�����ZDV�DFFHVVHG�

E\�6HSWHPEHU�������RQ�6HSWHPEHU���������"�

$ &RUUHFW���

4 ,PDJH������-3(*��DFFHVVHG�RQ�6HSWHPEHU���������"�

$ &RUUHFW�

4 ,PDJH�����DFFHVVHG�RQ�6HSWHPEHU���������"�

$ &RUUHFW�

4 ,PDJH�����DFFHVVHG�RQ�6HSWHPEHU��������"�
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$ &RUUHFW�

4 ,PDJH������RQ�SDJH����FRQWLQXLQJ�LQWR�SDJH�����DFFHVVHG�

RQ�6HSWHPEHU��������"�

$ &RUUHFW�

4 ,PDJH�����DFFHVVHG�RQ�6HSWHPEHU���������"

$ &RUUHFW�

4 -3(*�����DFFHVVHG�RQ�6HSWHPEHU���������"�

$ &RUUHFW�

4 7KHUH�LV�QR�HQWU\�IRU�-3(*�����LQ�WKH�UHSRUW���

2Q�-3(*������WKDW�ZDV�DFFHVVHG�RQ�6HSWHPEHU�����

����"

7+(�&2857���+H�FDQ
W�VHH�LW���

05��GHU�2+$11(6,$1���,
P�VRUU\�

7+(�:,71(66���<HV���

�([KLELW�SXEOLVKHG���

%<�05��GHU�2+$11(6,$1�

4 ,V�WKDW�FRUUHFW"�

$ &RUUHFW���

4 7KH�PHWDGDWD�IRU�-3(*V���������������WR������DQG�����IURP�

*RYHUQPHQW�([KLELW������WKH�PHGLD�FDUG��FKDQJHG�DIWHU�LW�ZDV�

FROOHFWHG�RQ�0DUFK�����������FRUUHFW"

$ 7KH�DFFHVV�GDWHV�DSSHDU�WR�EH��

4 7KH�PHWDGDWD�IRU�([KLELW������WKH�PHGLD�FDUG��UHIOHFWV�

WKDW�WKH�GLJLWDO�HYLGHQFH�RQ�([KLELW�����FKDQJHG�ZKLOH�LW�ZDV�

LQ�WKH�SRVVHVVLRQ�RI�WKH�)%,��FRUUHFW"
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$ <HV��

4 $QG�GR�\RXU�QRWHV�QRZ��([KLELW������KHOS�\RX�DQVZHU�WKH�

TXHVWLRQ�ZKHQ�WKH�&DQQRQ�FDPHUD�DQG�VWRUDJH�GHYLFH�������ZHUH�

ILUVW�H[DPLQHG�E\�WKH�&$57�XQLW"�

$ 7KH����WKH����P\�QRWHV�UHIOHFW�ZKHQ�,�H[DPLQHG�DQG�KDG�

DFFHVV�WR�WKH�&DQQRQ�FDPHUD���

4 2ND\���$QG�WKDW
V�ZKDW����

$ $QG�RQO\����DQG�RQO\�PH�KDYLQJ�DFFHVV�WR�WKDW��

4 $QG�ZKDW�GR�\RXU�QRWHV�UHIOHFW"��

$ ,�UHFHLYHG�LW�RQ������RI�
����

4 -XQH���WK������"�

$ <HV��

4 $QG�WKHQ�\RX�JHQHUDWHG�D�UHSRUW��FRUUHFW"

$ &RUUHFW�

4 $QG�)HEUXDU\���QG�LV�ZKHQ�WKH�&$57�RIILFH�ILUVW�SXW�DQ�

HYLGHQFH�VWLFNHU�RQ�WKH�GHYLFH��FRUUHFW"

$ &RUUHFW�

4 $QG�WKHQ�-XQH���WK�LV�\RXU�LQLWLDOV�ZKHQ�\RX�GLG�\RXU�

ZRUN�ZLWK�WKLV�GHYLFH��FRUUHFW"�

$ &RUUHFW���

4 <RX�SUHSDUHG�D�UHSRUW�FRQFHUQLQJ�WKH�PHWDGDWD�REWDLQHG�

IURP�WKH�VWRUDJH�GHYLFH��ZKLFK�LV�([KLELW������FRUUHFW"

$ &RUUHFW�

4 ([KLELW������ZKLFK�LV�LQ�HYLGHQFH��FRQWDLQV�LQIRUPDWLRQ�

DERXW�PHWDGDWD�DVVRFLDWHG�ZLWK�LPDJHV�IURP�WKLV�HOHFWURQLF�
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�([KLELW�SXEOLVKHG�WR�WKH�MXU\��

$ <HV�LW�GRHV��

4 7KLV�WHOOV�\RX�WKH�GDWH�WKDW�WKH�DJHQW�PD\�KDYH�FROOHFWHG�

LW��0DUFK���"�

$ <HV�

4 <RX�VDLG�WKHUH�ZDV�QR�VHDOHG�EDJ�IRU�WKH�FDPHUD��FRUUHFW"

$ 1R���,W�ZDV�D�ER[�WKDW�,�UHFHLYHG�LW�LQ�

4 $QG�WKHUH�ZDV�QR�VHDOHG�EDJ�IRU�WKH�/(;$5�FDUG��FRUUHFW"

$ ,�GRQ
W�UHFDOO�LW�EHLQJ�VHDOHG��

�([KLELW�SXEOLVKHG�WR�WKH�MXU\��

4 7KLV�KDUG�GULYH��WKLV�FDQQRW�EH�DFFHVVHG�ZLWKRXW�EHLQJ�

FRQQHFWHG�WR�DQRWKHU�GHYLFH��FRUUHFW"

$ &RUUHFW�

4 ,W
V�OLNH�D�WKXPE�GULYH��E\�LWVHOI��\RX�FDQ
W�MXVW�ORRN�

DW�ZKDW
V�RQ�LW�ZLWKRXW�FRQQHFWLQJ�LW�ZLWK�VRPHWKLQJ��FRUUHFW"

$ &RUUHFW�

4 1RZ��\RX�PHQWLRQHG�D�/D&LH�KDUG�GULYH��FRUUHFW��/D&LH"

$ ,�GRQ
W�UHFDOO�PHQWLRQLQJ�D�/D&LH�KDUG�GULYH���8QOHVV�

\RX
UH�WDONLQJ�DERXW�LQ�RWKHU�SLHFHV�RI�HYLGHQFH����

05��'(5�2+$11(6,$1���0V��+DMMDU"

�([KLELW�SXEOLVKHG�WR�WKH�MXU\��

4 9HU\�TXLFNO\��FDQ�\RX�UHDG�([KLELW�����RQ�LW"

$ *RYHUQPHQW�([KLELW�����

4 $QG�VHH�RQ�WKH�EDFN�WKHUH
V�D�&$57�VLJQDWXUH"

$ <HV��,�GR�
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%<�05��'(5�2+$11(6,$1��&RQWLQXLQJ��

4 :RXOG�LW�EH�IDLU�WR�VD\�\RX�KDYH�QR�LQIRUPDWLRQ�RQ�ZKDW�

KDSSHQHG�WR�WKH�FDPHUD�SULRU�WR�WKH�WLPH�WKDW�\RX�H[DPLQHG�LW"

$ :HOO��ZLWK�WKH�HYLGHQFH�VKHHW��ZH�NQRZ�D�SDWK�RI�ZKR�KDV�

JRWWHQ�WKH�HYLGHQFH�DW�DQ\�SRLQW�LQ�EHWZHHQ�PH�DQG�LW�DFWXDOO\�

EHLQJ�REWDLQHG�RXW�LQ�WKH�ILHOG�

4 $QG�ZKR�ZDV�LW�WKDW�KDG�DFFHVV�WR�WKH�FDPHUD�RU�WKH�ER[�

SULRU�WR�WKH�WLPH�RI�\RXU�H[DPLQDWLRQ�RI�LW"

$ ,�GRQ
W�KDYH�WKDW�HYLGHQFH�VKHHW�LQ�IURQW�RI�PH�WR�EH�

DEOH�WR�UHIHU�

4 ,I�\RX�KDG�WKDW�HYLGHQFH�VKHHW��FRXOG�\RX�DQVZHU�WKDW�

TXHVWLRQ"

$ <HV��,�FRXOG�

4 $QG�ZLWK�UHVSHFW�WR�*RYHUQPHQW�([KLELW������WKH�/(;$5�

FDUG��ZDV�WKDW�VXEPLWWHG�WR�\RX�LQ�D�EDJ�RI�VRPH�VRUW"

$ <HDK��LW�ZDV�D�FHOORSKDQH�EDJ�

4 :DV�LW�D�VHDOHG�FHOORSKDQH�EDJ"�

$ 1R��LW�ZDV�QRW�

4 :DV�*RYHUQPHQW�([KLELW������/(;$5�GDWDFDUG��LQ�WKH�ER["

$ <HV��LW�ZDV�

4 7KH�ER[�\RX�SUHYLRXVO\�GHVFULEHG�ZLWK�WKH�FDPHUD"

$ <HV�

4 :DV�WKHUH�D�VHSDUDWH�SLHFH�RI�SDSHU�ZKLFK�ZRXOG�LGHQWLI\�

ZKR��LI�DQ\RQH��KDG�DFFHVV�WR�WKDW�GDWDFDUG�SULRU�WR�\RXU�

H[DPLQDWLRQ�RI�LW"
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UHFUHDWH�WKHP�RU�LI�DQRWKHU�H[DPLQHU�QHHGV�WR�UHFUHDWH�WKHP��

ZH�FDQ�GR�WKDW��

4 $QG�ZRXOG�WKRVH�W\SHZULWWHQ�QRWHV�UHIOHFW�WKH�FRQGLWLRQ�

RU�KRZ�\RX�UHFHLYHG�*RYHUQPHQW�([KLELW����"�

$ <HV��LW�ZRXOG��

4 :KHWKHU�LW�ZDV�D�SDSHU�RU�SODVWLF�EDJ"�

$ <HV��LW�ZRXOG��

4 $QG�ZKHWKHU�LW�ZDV�VHDOHG�RU�QRW"�

$ &RUUHFW�

4 'R�\RX�NQRZ��ZLWKRXW�UHIHUULQJ�WR�WKRVH�QRWHV��ZKHWKHU�

\RX�UHFHLYHG�*RYHUQPHQW�([KLELW�����LQ�D�VHDOHG�RU�XQVHDOHG�

EDJ"�

$ )URP�ZKDW�,�UHFDOO��LW�ZDV�VHDOHG���:H����ZH�KDG�WR�RSHQ�

XS�WKH�VHDOV�RQ�DOO�WKH�HYLGHQFH�WKDW�ZH�JRW��

4 $QG�ZLWK�UHVSHFW�WR�*RYHUQPHQW�([KLELW������WKH�&DQQRQ�

FDPHUD��GR�\RX�UHFDOO�LI�WKDW�ZDV�LQ�D�VHDOHG�EDJ�ZKHQ�\RX�

UHFHLYHG�LW"�

$ 1R��WKDW����WKDW�ZDV�LQ�D�ER[��D�FDUGERDUG�ER[���$QG��QR��

WKH�ER[��LWVHOI��ZDV�QRW�VHDOHG�DW�WKH�WLPH���

4 6R�WKH�&DQQRQ�FDPHUD��ZKLFK�LV�*RYHUQPHQW�([KLELW������

ZDV�QRW�LQ�D�EDJ��FRUUHFW"�

$ 7KH�&DQQRQ�FDPHUD�ZDV�LQ�D�&DQQRQ�FDPHUD�EDJ�LQ�D�EURZQ�

SDSHU�ER[��

4 2ND\���$QG�ZDV�WKHUH�DQ\�VHDO�ZLWK�UHVSHFW�WR�WKH�ER[�

WKDW�WKH�FDPHUD�ZDV�LQ"�
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Steven Alexander 

Trace Digital Forensics, LLC 

10010 Seneca Falls Ave 

Bakersfield, CA 93312 

 

 

October 9, 2020 

 

Re: Canon EOS 20D Camera – Time zone awareness 

 

To Whom It May Concern: 

 

The Canon EOS 20D stores pictures on compact flash cards using the FAT-16 filesystem. The 

FAT-16 filesystem specifies that timestamps are stored in local time. Other filesystems store 

timestamps in UTC time so that they can be adjusted to the current time zone. The Canon EOS 

20D is not time zone aware and does not store any information on the compact flash card that 

would allow the time to be adjusted from one time zone to another. 

 

 

Sincerely, 

 
Steven Alexander 
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Steven Alexander 
Trace Digital Forensics, LLC 
10010 Seneca Falls Ave 
Bakersfield, CA 93312 
 
 
October 11, 2020 
 
Re: Canon EOS 20D Camera – Exif vs FAT creation times. 
 
To Whom It May Concern: 
 
The Canon EOS 20D stores pictures on compact flash cards using the FAT-16 filesystem. When 
the Canon EOS 20D camera saves a picture, it stores it with Exif metadata inside the JPEG 
image. The Exif metadata includes dates—CreateDate, DateTimeOriginal, and ModifyDate—
which are all the same as each other. These dates do not always match the FAT-16 filesystem 
timestamps.  
 
In my testing, which included over 1,500 pictures taken with the Canon EOS 20D, the FAT 
Creation Date (which includes the date and time) can be up to nine seconds later than the Exif 
time. I did not observe the same range of difference in the opposite direction. The Exif times 
were up to one second later than the FAT Creation Date timestamp. 
 
I also observed that the FAT Last Modified timestamp can be up to nine seconds later than the 
Exif times. Again, the reverse was not true. I observed Exif times up to one second later than 
the FAT Last Modified timestamp, but never more than that. 
 
 
 
Sincerely, 

 
Steven Alexander 
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Steven Alexander 

Trace Digital Forensics, LLC 

10010 Seneca Falls Ave 

Bakersfield, CA 93312 

 

 

October 9, 2020 

 

Re: Canon EOS 20D Camera – Time zone awareness 

 

To Whom It May Concern: 

 

The Canon EOS 20D stores pictures on compact flash cards using the FAT-16 filesystem. The 

FAT-16 filesystem specifies that timestamps are stored in local time. Other filesystems store 

timestamps in UTC time so that they can be adjusted to the current time zone. The Canon EOS 

20D is not time zone aware and does not store any information on the compact flash card that 

would allow the time to be adjusted from one time zone to another. 

 

 

Sincerely, 

 
Steven Alexander 
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Steven Alexander 
Trace Digital Forensics, LLC 
10010 Seneca Falls Ave 
Bakersfield, CA 93312 
 
 
October 12, 2020 
 
Re: The Importance of Forensic Images 
 
To Whom It May Concern: 
 

When working with data from hard drives, memory cards, and other storage devices, 
computer and digital forensics professionals typically make a “forensic image” of the device 
that they can work with during their examination or analysis. A forensic image is used to 
preserve the contents of the device exactly as they were. The gold standard is to make a 
physical image of the device: an exact, bit-by-bit copy of all the contents of the device; this 
includes all files, metadata, unused or unallocated space, the partition table, and any 
unpartitioned space.  

In some cases, forensic professionals may make a “logical image” instead of a physical 
image. A logical image may not include all of the data from the device but is still forensically 
reliable.  It may contain some or all files and may or may not contain unallocated (unused) 
space from the hard drive depending on what the forensic examiner sought to preserve.  It 
does, however, preserve the metadata (e.g. date and time stamps) for all files extracted. A 
logical image can be used when, for example, the examiner wants to preserve some, but not all, 
of the files on the drive. This can be used to provide a forensically valid copy of a particular set 
of files or folders, or to provide a copy of the drive minus certain files. 

Creating a forensic image, logical or physical, is not the same as copying files from one 
device to another. Copying files, as any of us might do when using a computer, can cause 
numerous changes to be made, including: changing  date and/or time stamps, not copying 
certain files, not copying unused/unallocated space, not copying deleted files, and/or changing 
permissions on files. A copy is useful when sharing documents or files where no forensic 
analysis is needed. A copy is not considered a forensically reliable way to preserve the contents 
of a hard drive or storage device and is of little value when there is a dispute about the 
reliability of the data or questions about metadata such as date and time stamps.  

Once a copy of the files on a drive has been created, making a forensic image of the 
copy does not render the data more reliable. Any files that were left out will still be missing. 
Any time stamps that were changed will not be restored. 
 
Sincerely, 

 
Steven Alexander 
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RXWVLGH�RI�WKH�ILOH�E\�WKH�RSHUDWLQJ�V\VWHP���7KH�ILOH�V\VWHP�

PRYHV�WKDW�DORQJ�IURP�SODFH�WR�SODFH�ZLWK�LW���6R��DW�DQ\�

SRLQW�RI�JLYLQJ�WKDW�PRYHPHQW�IURP�SODFH�WR�SODFH��WKHUH�DUH�

WLPHV�WKDW�WKLQJV�FDQ�JHW�PRGLILHG��

%XW�ZKHQ�LW�FRPHV�WR�(;,)�GDWD��LW�XVHG�WR�EH�LW�

ZRXOG�RQO\�EH�KDUG�FRGHG�LQ���<RX�FRXOGQ
W�PRGLI\�LW���$QG�

RQO\�GXULQJ�FKDQJHV�GXULQJ�WKH�\HDUV�GLG�WKH\�RSHQ�XS�WKDW�\RX�

FRXOG�FKDQJH�WKH�DXWKRU
V�QDPH�RI�D�SKRWR�RU�HYHQ�D�:RUG�

GRFXPHQW�WKDW�\RX�PLJKW�KDYH���<RX�FDQ�DOZD\V�JR�LQ�DQG�FKDQJH�

WKH�DXWKRU�DQG�SXW�FRPPHQWV�LQ�DQG�WKLQJV�OLNH�WKDW�DQG�WKDW
V�

PHWDGDWD�IRU�D�:RUG�ILOH���%XW�ZKHQ�LW�FRPHV�WR�SKRWRV��WKH\�

VWLOO�NHHS�\RX�IURP�FKDQJLQJ�GDWHV�DQG�WLPHV���,W
V�QRW�HDV\�

WR�FKDQJH�WKRVH���<RX�KDYH�WR�JR�WKURXJK�VSHFLDO�SURFHVVHV�WR�

FKDQJH�WKRVH�WKLQJV���

$GREH�ZLOO�DOORZ�\RX�WR�FRS\�D�SKRWR�DQG�PRGLI\�LW�

DQG�LW�ZLOO�WDNH�VRPH�RI�WKDW�PHWDGDWD�RYHU��EXW�LW�ZLOO�

DFWXDOO\�SXW�LQ�WKDW���$GREH�KDV�PRGLILHG�WKHLU�V\VWHP���

7KH\
UH�WDNLQJ�VWHSV�WR�VKRZ�WKDW��OLVWHQ��LI�\RX�PDQLSXODWH�

WKLV�ZH
UH�JRLQJ�WR�VKRZ�LW�LQ�VRPH�VHQVH���,W
V�YHU\�UDUH�

WKDW�,
YH�IRXQG�VRPHRQH�KDV�EHHQ�FKDQJLQJ�PHWDGDWD�ZLWKLQ�D�

SKRWR�DQG�WKDW�WLPH�DQG�GDWH�GRHV�QRW�FKDQJH�IURP�SODFH�WR�

SODFH���,W�VWD\V�HPEHGGHG�LQ�WKH�SKRWR���6R��WKHUH
V�QR�

RXWVLGH�FRQVWUDLQW�WKDW
V�FKDQJLQJ�LW��IURP�DQ�26��IURP�DQ�

$SSOH�FRPSXWHU�WR�D�'HOO�FRPSXWHU���

6R�WKHVH�WKLQJV�VWD\�FRQVLVWHQW���7KRVH�DUH�SULPH�
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Steven Alexander 
Trace Digital Forensics, LLC 
10010 Seneca Falls Ave 
Bakersfield, CA 93312 
 
 
October 12, 2020 
 
Re: The Importance of Forensic Images 
 
To Whom It May Concern: 
 

When working with data from hard drives, memory cards, and other storage devices, 
computer and digital forensics professionals typically make a “forensic image” of the device 
that they can work with during their examination or analysis. A forensic image is used to 
preserve the contents of the device exactly as they were. The gold standard is to make a 
physical image of the device: an exact, bit-by-bit copy of all the contents of the device; this 
includes all files, metadata, unused or unallocated space, the partition table, and any 
unpartitioned space.  

In some cases, forensic professionals may make a “logical image” instead of a physical 
image. A logical image may not include all of the data from the device but is still forensically 
reliable.  It may contain some or all files and may or may not contain unallocated (unused) 
space from the hard drive depending on what the forensic examiner sought to preserve.  It 
does, however, preserve the metadata (e.g. date and time stamps) for all files extracted. A 
logical image can be used when, for example, the examiner wants to preserve some, but not all, 
of the files on the drive. This can be used to provide a forensically valid copy of a particular set 
of files or folders, or to provide a copy of the drive minus certain files. 

Creating a forensic image, logical or physical, is not the same as copying files from one 
device to another. Copying files, as any of us might do when using a computer, can cause 
numerous changes to be made, including: changing  date and/or time stamps, not copying 
certain files, not copying unused/unallocated space, not copying deleted files, and/or changing 
permissions on files. A copy is useful when sharing documents or files where no forensic 
analysis is needed. A copy is not considered a forensically reliable way to preserve the contents 
of a hard drive or storage device and is of little value when there is a dispute about the 
reliability of the data or questions about metadata such as date and time stamps.  

Once a copy of the files on a drive has been created, making a forensic image of the 
copy does not render the data more reliable. Any files that were left out will still be missing. 
Any time stamps that were changed will not be restored. 
 
Sincerely, 

 
Steven Alexander 
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Steven Alexander 
Trace Digital Forensics, LLC 
10010 Seneca Falls Ave 
Bakersfield, CA 93312 
 
 
October 12, 2020 
 
Re: The Importance of Forensic Images 
 
To Whom It May Concern: 
 

When working with data from hard drives, memory cards, and other storage devices, 
computer and digital forensics professionals typically make a “forensic image” of the device 
that they can work with during their examination or analysis. A forensic image is used to 
preserve the contents of the device exactly as they were. The gold standard is to make a 
physical image of the device: an exact, bit-by-bit copy of all the contents of the device; this 
includes all files, metadata, unused or unallocated space, the partition table, and any 
unpartitioned space.  

In some cases, forensic professionals may make a “logical image” instead of a physical 
image. A logical image may not include all of the data from the device but is still forensically 
reliable.  It may contain some or all files and may or may not contain unallocated (unused) 
space from the hard drive depending on what the forensic examiner sought to preserve.  It 
does, however, preserve the metadata (e.g. date and time stamps) for all files extracted. A 
logical image can be used when, for example, the examiner wants to preserve some, but not all, 
of the files on the drive. This can be used to provide a forensically valid copy of a particular set 
of files or folders, or to provide a copy of the drive minus certain files. 

Creating a forensic image, logical or physical, is not the same as copying files from one 
device to another. Copying files, as any of us might do when using a computer, can cause 
numerous changes to be made, including: changing  date and/or time stamps, not copying 
certain files, not copying unused/unallocated space, not copying deleted files, and/or changing 
permissions on files. A copy is useful when sharing documents or files where no forensic 
analysis is needed. A copy is not considered a forensically reliable way to preserve the contents 
of a hard drive or storage device and is of little value when there is a dispute about the 
reliability of the data or questions about metadata such as date and time stamps.  

Once a copy of the files on a drive has been created, making a forensic image of the 
copy does not render the data more reliable. Any files that were left out will still be missing. 
Any time stamps that were changed will not be restored. 
 
Sincerely, 

 
Steven Alexander 



 
 
 
 
 
 
 
 
 
 
 
 

EXHIBIT 20 



UNITED STATES DISTRICT COURT 
EASTERN DISTRICT OF NEW YORK 

 

 
UNITED STATES OF AMERICA  Case No. 18 Cr. 00204 (NGG) (VMS) 

 
  

- v.   -  
 
 
KEITH RANIERE,  
 

 
DECLARATION OF MARC A. 
AGNIFILO 

 Submitted on April 22, 2019 
Defendant.  

  
 

 MARC A. AGNIFILO, an attorney duly admitted in the state of New York and the United 

States District Court for the Eastern District of New York, hereby affirms under penalty of perjury 

the following: 

1. I am Of Counsel to the law firm Brafman & Associates, P.C., attorneys for 

Defendant Keith Raniere, and as such am fully familiar with the facts and circumstances herein. I 

PaNH WKLV GHFOaUaWLRQ LQ VXSSRUW RI DHIHQGaQW RaQLHUH¶V SHFRQG MRWLRQ WR SXSSUHVV, GaWHG ASULO 

22, 2019.  

2. Attached hereto as Exhibit 1 is a true and correct copy of the Affidavit of FBI 

Special Agent Michael Lever dated March 26, 2018 in support of an application for search warrant 

for 8 Hale Drive, Halfmoon, NY 12065 

3. Attached hereto as Exhibit 2 is a true and correct copy of the Search and Seizure 

Warrant issued on March 26, 2019 by Magistrate Judge Daniel J. Stewart permitting agents to 

search the premises known and described as 8 Hale Drive, Halfmoon New York 12065. 

4. In terms of the timing of this motion, we have repeatedly asked the government to 

provide reports concerning the search of the backup hard drive from which the child pornography 

was allegedly recovered. As of the date of this motion, the government has not provided us with 

any such reports. In fact, when asked recently when we were going to get these reports, the 

Case 1:18-cr-00204-NGG-VMS   Document 577   Filed 04/22/19   Page 1 of 2 PageID #: 5999
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prosecution stated that the reports were not completed but that the government would make the 

reports available when the FBI completed them.   

5. While the defense should not be in a position of having to claim an expectation of 

privacy over premises from which alleged child pornography was recovered without first being 

given basic reports outlining the search and how the items were located and retrieved, given the 

fact that we are progressing to opening statements fifteen days from today, we simply could not 

wait any longer to make this motion.   

6. Therefore, while the government may raise objection concerning the timing of this 

motion, this is a problem of the gRYeUQPeQW¶V PaNLQJ. Not only did it indict Raniere with the child 

pornography charges and counts at the eleventh hour, it then made the situation far worse by failing 

to provide the defense with the FBI reports concerning the search. Again, as of the writing of this 

motion, the government still has not provided these reports to us, despite the fact that we asked for 

them in open Court and in subsequent communications between the parties.   

7. As a result, while the defense should not have to claim standing prior to being 

provided with the search report, we have had to do so here given the time constraints the 

government has imposed on the defense and on the Court.  

I declare under penalty of perjury that the foregoing is true and correct. 

Dated:  April 22, 2019     Respectfully submitted,  
  New York, NY   
        BRAFMAN & ASSOCIATES, P.C. 
        767 Third Avenue, 26th Floor 
        New York, NY 10017 
        (212) 750 ± 7800 
  

/s/ 
        Marc A. Agnifilo, Esq. 
        Of Counsel 
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  5371

all of which consistently show her birthday of March 1st,

1990.

Next you know when the photographs were taken

because of when they were dated.  I don't think we have the,

we don't have the -- so there is -- the first one is B110205,

and then -- we'll come back to it before we finish.

Now the defendant clearly came up with the folder

title, because it's his own private nicknames for the women

who's pictures are inside them.  Each of these folders contain

photographs that match the date on which they were taken.  You

know it because Lauren Salzman and Daniela both testified that

the defendant took naked photographs of them in 2005.  And the

naked photographs they described having been taken are exactly

like the ones that you saw in the studies on the Western

digital hard drive.

Now you also know that the photographs were taken in

2005 because that's what the data shows.  The forensic

examiner, Brian Booth testified that the most reliable

metadata that the FBI could obtain from the images on the

Western digital hard drive, said that they were taken exactly

when the folders stated they were taken.  So Government's

Exhibit 518 A through N, now we can see it, were taken on

November 2, 2005.  And Government's Exhibit 518 O through U

were taken November 24, 2005.

You also know that the photographs were taken when

Rivka Teich CSR, RPR, RMR FCRR
Official Court Reporter
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�MSJ������FUHDWLRQ�GDWH��-XO\���WK�������������S�P��

�MSJ������ILOH�FUHDWLRQ��-XO\���WK�������������S�P��

�MSJ������ILOH�FUHDWLRQ��-XO\���WK�������������S�P��

�MSJ������-XO\���WK�������������S�P��

�MSJ������-XO\���WK�������������S�P��

$QG�WKH�ODVW�LQ�WKLV�VHULHV�IURP�����WR������ILOH�

FUHDWLRQ�GDWH�RI�-XO\���WK��������DW������S�P�"�

$ &RUUHFW��

4 6R�ORRNLQJ�DW�WKDW��LW
V�IDLU�WR�VD\�WKDW�IRU�LPDJHV�����

WR������WKH\�KDYH�WKH�VDPH�ILOH�FUHDWLRQ�GDWH�DV��MSJ�LPDJHV�

����WR�������

$ <HV��

4 $QG�LQ�\RXU�RSLQLRQ��LV�WKH�PHWDGDWD�WKDW�ZDV�JHQHUDWHG�

ZLWK�UHVSHFW�WR�ILOH�FUHDWLRQ�UHOLDEOH"�

$ 1R��

4 ,V�LW�SRVVLEOH�WKHVH�LPDJHV�ZHUH�FUHDWHG�LQ�����"�

$ <HV��

4 ,V�LW�SRVVLEOH�WKH\�ZHUH�FUHDWHG�LQ�����"�

$ <HV��

4 ,V�LW�SRVVLEOH�WKH\�ZHUH�FUHDWHG�LQ�����"�

$ <RX�FDQ�NHHS�JRLQJ�RQ�ZKDW�GDWHV���,�GRQ
W�NQRZ��

4 5LJKW���,W�FRXOG�EH�����"��

$ <HV��

4 ,W�FRXOG�EH�����"�

$ &RUUHFW��
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%RRWK���FURVV���GHU�2KDQQHVLDQ

9%�����2&5�����&55

����

4 %HFDXVH�WKH�ILOH�FUHDWLRQ�PHWDGDWD�LV�QRW�UHOLDEOH�LQ�

WKLV�FDVH��DFFRUGLQJ�WR�\RX��FRUUHFW"�

$ 7KH�ILOH����WKH�ILOH�V\VWHP�PHWDGDWD�IRU�WKRVH�GDWHV�DQG�

WLPHV�DUH�QRW�DFFXUDWH��

4 7KDW�LVVXH�KDV�QRWKLQJ�WR�GR�ZLWK�KRZ�\RX�PD\�KDYH�

FRQGXFWHG�\RXU�H[DPLQDWLRQ��LV�WKDW�FRUUHFW"�

$ &RUUHFW��

4 $QG�WKHVH�LPDJHV�ZKLFK�IRUP�WKH�EDVLV�RI�WKH�SKRWRJUDSKV�

ZKLFK�ZHUH�GLVSOD\HG�WRGD\��DOVR�KDG�PRGLILHG�GDWHV�RQ�WKHP"�

$ <HV��WKH\�GLG��

4 $QG�GR�\RX�UHPHPEHU�ZKDW�WKH�PRGLILHG�GDWH�ZDV�IRU��MSJ�

LPDJHV�����WR����"�

$ ,I�,�UHFDOO��LW�FDPH�EDFN�WR�D������GDWH��

4 2ND\���$QG�ZLWK�UHVSHFW�WR��MSJ�LPDJHV�����DQG������GR�

\RX�UHFDOO�ZKDW�WKH�ILOH�PRGLILHG�GDWH�ZDV"�

$ ,�WKLQN�WKH\�FDOO�FDPH�EDFN�WR�������

4 $QG�WKHQ�GLG�\RX�GHWHUPLQH�LQ�\RXU�DQDO\VLV�ILOH�DFFHVV�

GDWHV"�

$ 1R��,�GLG�QRW�

�&RQWLQXHG�RQ�IROORZLQJ�SDJH��
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with.  You can inspect it yourself in the jury room.

As Special Agent Mills testified, the camera says it

was made in Japan.  You can see it for yourselves, which

proves the third element of the Racketeering Act 2 and 3

beyond a reasonable doubt.

Now, as for Racketeering Act 4, the defendant was

charged with possession of child pornography.  The child

pornography with which he possessed is the same as the images

he took of Camila when she was under 18 years old.

The elements of Racketeering Act 4 are that the

defendant knowingly possessed the visual depiction.  That the

visual depiction was produced using material that had been

transported in interstate or foreign commerce.  That the

production of the depiction involved the use of a minor

engaged in sexually explicit conduct.  And that the defendant

knew that the production of the visual depiction involved the

use of a minor engaging in sexually explicit conduct.  

So Racketeering Act 4 is similar to Racketeering Act

2 and 3 because elements two and three are the same.  The

difference for Racketeering Act 4 is that Racketeering Act 4

charges the possession, not the creation, of the images of

Camila.  All possession means is that the defendant had

control over the images at some point between when the images

were created in November 2005 and when they were seen by

Special Agent Mills in March 2018.

Rivka Teich CSR, RPR, RMR FCRR
Official Court Reporter
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You know the defendant did, because again, the

defendant took those photos.  He labels the photos with the

first initial of his nickname for Camila, Virgin Camila, and

he tells her that he has the photos from way back when.

(Continued on next page.) 

Rivka Teich CSR, RPR, RMR FCRR
Official Court Reporter

 1

 2

 3

 4

 5

 6

 7

 8

 9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25



  5375

MS. PENZA:  Now, it's not just -- let's check off

our three racketeering acts.

So I submit that what we just went through proved

Racketeering Acts 2, 3, and 4. 

 

Now, the fact that in addition to the fact that he

began his relationship with request Camila when she was still

a child, 15.  It was coercive and abusive in so many other

ways.  You saw the nature of that relationship.  The WhatsApp

chats Special Agent Reiss read were a special window into the

defendant's relationship with Camila.  You saw how controlling

he was.  How Camila asked permission to eat, to sleep, to cut

her hair, to see a friend, to text her family.

At the beginning of this case, Mr. Agnifilo, told

you that that a lot of the time the defendant was being

controlling, he said what's behind the control?  This is

something these people signed up for.  They are here to make

their lives better and they have signed up for this.  But you

saw the messages, you heard the testimony.  This was not about

making anyone's life better, and either Camila nor her sister

signed up for anything like this:  The control, the abuse, the

threats to send her back to Mexico.  And you likely remember

the defendant's obsession with Robbie.

The defendant also told Camila that by ruining her

period she had ruined herself as the defendant's successor.

Anthony D. Frisolone, FAPR,  RDR, CRR, CRI, CSR
 Official Court Reporter
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Steven M. Abrams, J.D., M.S. 

Attorney, Digital Forensics Examiner and Instructor 
1154 Holly Bend Drive 

Mount Pleasant, SC 29466 
843-216-1100 

Steve@AbramsForensics.com 
 

Curriculum Vitae 
 

 
My key practice areas are Computer Forensics, e-Discovery, and Computer Law. 

 
Education 
2016    -Techno Security 2016, Computer Forensics Training Seminar, Myrtle Beach, SC,  
               June 5-8, 2016 
 
2014  -Georgia Bureau of Investigations, Internet Evidence Finder Forensics Training,      
              Decatur, Georgia, February 2014   
 
2013     -Techno Security 2013, Computer Forensics Training Seminar, Myrtle Beach, SC,  
               June 2-5, 2013 
 
2012    -Techno Security 2012, Computer Forensics Training Seminar, Myrtle Beach, SC,  
               June 3-6, 2012 
 
2011    -November 9-12: EnCase 7 Training, Salt Lake City, UT 

-November 6 ± 9: Paraben Forensics Innovations Conference, Park City, UT 
- South Carolina Assoc. of Legal Investigators (SCALI) Annual Training Seminar, May 
2011 

             - April 7, 2011: SC Electronic Crime Task Force Quarterly Meeting and Training 
 

2010 -Techno Security 2010, Computer Forensics Training Seminar, Myrtle Beach, SC, June  
 - SCALI Annual Training Seminar, May 2010 
 
2009 - Cellebrite Mobile Device Forensics Certification (CCMDE), SEMAR, Mexico City,  

  Mexico 
-SCALI Annual Training Seminar, May 2009 

 
2008 - South Carolina Basic Constable Training, Tri-County Technical College / SC Criminal  
     Justice Academy, October ± November 2008 
 - Commissioned as a South Carolina State Constable (LEO) on November 20, 2008. 
 - Techno Security 2008, Computer Forensics Training Seminar, Myrtle Beach, SC, June  
  
2007 - Charleston School of Law, Charleston, SC, Juris Doctor (J.D.  - Magna Cum Laude) 
   
 - GMU2007 Computer Forensics Symposium, Regional Computer Forensic Group  
                of the High Technology Crime Investigation Association, Fairfax VA, Aug. 2007 (40  
                CEU HTCIA) 
 - Techno Security 2007, Computer Forensics Training Seminar, Myrtle Beach, SC, June  
 



 iii 

2006  - University of Aberdeen, School of Law, Kings College, Old Aberdeen, Scotland 
         in collaboration with the University of Baltimore Law School 
         Summer Law Program in Comparative Criminal Procedure and UK Business Entities &                               
                Taxation  
 - Techno Security 2006, Computer Forensics Training Seminar, Myrtle Beach, SC, June  
  - SCALI Annual Training Seminar, May 2006 
 
2005 - SCALI Annual Training Seminar, May 2005 
 - SCALI Fall Training Seminar, October 2005  
 
2004 - Access Data Advanced Windows Forensics, June 23-25, 2004, New York City. (24  
                Credit Hours) 
 - SCALI Annual Training Seminar, May 2004 (10 CEU) 
 
2003 - GMU2003 Computer Forensics Symposium, Regional Computer Forensic Group  
                  of the High Technology Crime Investigation Association, George Mason University, 
      Fairfax, VA.  Aug.2003,  (40 CEU HTCIA) 
 - Techno Security 2003, Computer Forensics and Security Conference (24 CEU) 
 - SCALI Annual Training Seminar & PI Training Seminar  (16 CEU SLED)  
 
2002     - SCALI Annual & Fall Training Seminars (16 CEU SLED) 
   - GMU2002 Computer Forensics Symposium, Regional Computer Forensic Group  
                      of the High Technology Crime Investigation Association, Fairfax VA, Aug. 2002,  
    (40 CEU HTCIA) 
 -   Access Data Computer Forensic Boot Camp, North Carolina Justice Academy,  
                  Edneyville, NC  (24 CEU) 
 
1992-1994    Microsoft Internet Developer Workshops NY, NY 
 
1992-1993    Novell NetWare CNE Training, IBM Skills Discovery, Jericho NY  
 
1984-1985    Microcomputer and Electronics Engineering, Hofstra University, Hempstead NY 
 
1982-1983    Ph.D. Studies, Faculty Fellowship, Columbia University, Graduate School of Arts & 
    Sciences                
1981-1982    Columbia University, College of Physicians & Surgeons, Master of Science (M.S.) 
 
1977-1981 Allegheny College, Meadville PA, Bachelor of Arts (B.A.) (Psychology - Computer  
                     Science) 
 
Professional Licenses 
Current 
Licensed Attorney in South Carolina  
Licensed Attorney in District of Columbia  
Licensed Attorney and Counselor at Law in New York 
 
Previous 
Licensed as a Private Investigator in South Carolina and New York (2002-2008), South Carolina 
State Constable (Sworn, 2008-2019). 
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Experience (Selected) 
 
2016 ± Present, Senior Attorney, Abrams Cyber Law & Forensics, LLC. Mount Pleasant, SC 
29466.  Concentration on Electronic Privacy and Defamation Cases, Electronic Discovery, and 
Digital Forensics. 
 
2018 - Continuing Legal Education Instructor, Electronic Privacy Violations during Divorce: 
Legal and Ethical Guidelines for Family Law Practitioners, SC Bar, Columbia SC (February 
21, 2018). 
 
2016 ± Continuing Legal Education Instructor, Smartphones as evidence for Personal Injury 
Cases, NBI, Charleston SC (December 8, 2016). 
 
2011 ± 2016 Sole Practitioner Abrams Law Firm, PC. Mount Pleasant, SC 29466 
 
2011 - Digital Forensics Instructor / Investigator, H-11 Digital Forensics / United States  
             Embassy, Tirane, Albania.  
 
2010 ± Facilitator, Instructor, Annual In-Service Legals and CDV Training (SLED), Lowcountry  
            Constable Association. 
 
2009 ± Speaker, South Carolina Association for Justice, Hilton Head, SC (August 6, 2009) Topic:   
            Civil Discovery of E-mails after O¶GUad\ 
 
2009 ± Digital Forensics Instructor/Investigator, H-11 Digital Forensics / United States Embassy,  
            Mexico City, Mexico. 
 
2008 ± Digital Forensics Instructor/Investigator, H-11 Digital Forensics / United States Embassy,  
            Mexico City, Mexico. 
 
2008 ± Faculty, SC Bar Convention ± Family Law Section CLE 
 
2008 ± 2011 Shareholder, Abrams Millonzi Law Firm, P.C., Mount Pleasant, SC 29464 
    
2007 - Presenter, ³E-DLVFRYHU\: DHILQLWLRQ, FRCP CKDQJHV DQG ASSOLFDWLRQ CLE´,NBI,  
            Charlotte, NC,  December 19, 2007 
     
2007 - Digital Forensics Instructor/Investigator, H-11 Digital Forensics, United States Embassy,  
           Mexico City, Mexico 
 
2007 -  PUHVHQWHU, ³CLYLO WR CULPLQDO: CROODERUDWLYH CRPSXWHU FRUHQVLFV IQYHVWLJDWLRQV EHWZHHn  
            PIs and LDZ EQIRUFHPHQW´,GMU2007, AXJXVW 9WK & 10WK, 2007 
 
2007 -  Presenter ± ³A SRXWK CDUROLQD LDZ\HU¶V RRDGPDS WR NDYLJDWLQJ WKH NHZ FHGeral E- 
            Discovery RXOHV,´ TKH SRXWK CDUROLQD BDU (CLE DLYLVLRQ), ASULO 13, 2007. 
 
2006 -  Presenter ± ³T\SLFDO IQWHUQHW SH[XDO AFWLYLW\ DQG LWV DHWHFWLRQ´, FDPLO\ LDZ CLE, TKH  
             South Carolina Bar (CLE Division), November 2006. 
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2006 - IQVWUXFWRU, ³3-day Hands-RQ CRPSXWHU FRUHQVLFV WRUNVKRS´, TULGHQW THFKQLFDO CROOHJH,  
            N. Charleston, SC, CLE accredited by The South Carolina Bar, January 2006.   
 
2005 -  LHFWXUHU, ³CRPSXWHU FRUHQVLF IQWURGXFWLRQ´, TULGHQW THFKQLFDO CROOHJe, CLE accredited  
             by South Carolina Bar and CEU / In-Service hours for PIs / LE by SLED. 
 
2001 - Present  Steve Abrams & Company, Ltd. (dba Abrams Computer Forensics)  
 Licensed Private Investigator, Computer Forensics Examiner 
   
1998 - 2001 Steve Abrams & Company, Ltd.  Mt. Pleasant, SC, President 
  
1996 -  Democratic National Committee, Instructor - Southeast and Northeast Regional Schools  
            for Congressional Campaign Managers.   
 
1995 ± 1999  Direct Marketers of Charleston   Mt Pleasant, SC, Partner 
  Co-owner of Political Database Marketing Company and full service political print shop. 
 
1994 - 1995 The Software Studio Mt Pleasant, SC,   Owner 
  Owner of software development company that developed database applications for the 
 Newspaper publishing industry.  
 
1992-1993 Town of North Hempstead, Manhasset, NY, Deputy Commissioner of Finance  
. 
1986 - 1992 Digitron Telecommunications, Inc., Huntington, NY, Director of R&D  
 
1984 - 1986 Computer Associates International., Islandia, NY, Senior Systems Programmer        
                

1983 Contel Information Systems Division. Great Neck NY, Software Engineer 
(Developed the first Network Forensics Applications for the DoD 

 
Recent Publications 
 
Steven M. Abrams, Knowledge of Computer Forensics Is Becoming Essential for Attorneys in 
the Information Age, 75 N.Y. St. B. Assn. J. 8, 15 (Feb. 2003). 
 
Steven M. Abrams, Knowledge of Computer Forensics, Essential for 21st Century Private 
Investigators,  16 PI Mag. 46, 59 (October 2003). 
 
 
Professional Awards & Honors 
 
2008 ± Member, SLED Ad Hoc Committee on Computer Forensics  
 
2007 ± CALI Excellence for the Future Award, Aviation Law, Charleston School of Law,  
            Fall 2006 
 

± CALI Excellence for the Future Award, Interviewing, Counseling & Negotiation,  
                Charleston School of Law, Fall 2006 
 

± CALI Excellence for the Future Award, Insurance Law, Charleston School of Law,  
       Fall 2006 
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         B  DHDQ¶V LLVW, CKDUOHVWRQ SFKRRO RI LDZ, FDOO 2006, SSULQJ 2007. 
          
2004 - ³2004 SCALI IQYHVWLJDWRU RI WKH <HDU´ 
 
2003 - Member, SLED Private Investigations Business Advisory Committee 
 
 
Professional Associations  
 
Member, Institute of Electrical and Electronics Engineers - IEEE 
Member, Lowcountry Constables Association - LCA 
 
Bar Association Memberships 
 
Admitted to practice in South Carolina, District of Columbia, and New York. 
 
Compensation 
I receive $350 per hour, plus mileage, travel and lodging expenses, for all Computer 
Forensics services and for depositions and trial testimony. 
 
 
Previous Expert Testimony 
 
 I have completed over 1200 computer forensics investigations, the 
overwhelming majority of cases were settled and did not require me to testify.   
 
South Carolina cases in which I was qualified in court as an expert are:  
 
  
 Hillburn v. Hillburn, (2001-DR-08-2354);  
 Smith v. Smith, (2001-DR-22-212);  
 Natale v. Natale, (2003-DR-10-775)  
 Berda v. Berda, (2003-DR-10-1899); 
 Murphy v. Murphy (2004-DR-10-1510) and 
            Overstolz v. Fountain of Youth Wellness Centers LLC (2003-CP-10-000761).  
 Gitter v. Gitter (2008-DR-10-2865) 

Ricigliano v. Ricigliano, (2009-DR-18-0102)  
Edwards v Junevicus, (2010-DR-10-4736) 
BTM Machinery Inc. v. Michael J. Finley (2013-CP-10-4366) 
Cherry v Cherry (2014-DR-10-95) 

 Whitfield v. Schimpf and Sweetgrass Plastic Surgery,                                                                                 
                                                                                LLC (Case No. 2017-CP-10-2758) 
  
I was qualified as a testifying expert on digital forensics in federal court in 
                   

UHLIG, LLC, V JOHN ADAM SHIRLEY, (CIVIL ACTION NO.. 6:08-1208-HFF) 
 

 



 vii 

 
I KDYH DOVR SUHSDUHG H[SHUW¶V UHSRUWV XQGHU FHGHUDO RXOH 26(D)(2)(B) IRU WKH 
following federal civil suits filed in the United States District Court for the 
District of South Carolina: 
 
Lumpkin v. Bennani, (Civil Action No. 2:03-2904-23), and  
Miller v. American LaFrance Corp. (Civil Action No. 2:04-1668-23)  
Microsoft v. BWC Products Inc. (Civil Action No. 2:06-CV-2023-CWH) 
Quala Systems, Inc, et al., v. Bulkhaul USA, Inc., et al. (Civil Action No. 2:07-
CV-00673-PMD) 
Mainfreight v. John Marco, et al., (Civil Action No. 9:cv00563 JFA) 
 
 
I ZDV DSSRLQWHG WKH CRXUW¶V E[SHUW LQ US DLVWULFW CRXUW, DLVWULFW RI SRXWK 
Carolina, Rock Hill Division:  
 
The Travelers Home and Marine Ins. Co. v. Pope, C/A No.: 0:10-cv-1688-
JFA 

 
 I was qualified as a computer forensics expert in North Carolina courts in: 
             Hollins v. Lightfoot.   
 
In addition, I have been deposed in the following matters over the past ten years: 

 
Thomas & Assoc. v. Christopher Humphreys (Case No. 2018-CP-10-0455) 
Catherine Cope v. Wells Fargo Bank N.A., Century 21 Properties Plus, and     
     Jim Bailey, individually;                          (Case No.: 2018-CP-18-00112) 
Rick Gray v. Church Mutual (2017) 
Calandra v. Calandra (2004-DR-10-2675)   
McLernon v. McLernon (2003-DR-10-3090) 
White v. Cassidy (2004-DR-08-256) 
Khoury v. Noce (2006-CP-10-001830) 
Quala Systems, Inc, et al., v. Bulkhaul USA, Inc., et al. (Civil Action No. 2:07-
CV-00673-PMD) 
Mainfreight v. John Marco, et al., (Civil Action No. 9:cv00563 JFA) 
Beard v. Dunn & Dixon-Hughes et al, (Case No. 2010-CP-08-0776) 
UHLIG, LLC, V JOHN ADAM SHIRLEY, (CIVIL ACTION NO.6:08-1208-HFF) 
ALTMAN, ET AL. V. FIRST CITIZENS BANK AND TRUST COMPANY (2012-CP-34-
0124) 
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Experiences 
 
Senior Principal Engineer   02/2013 - Present 
DellEMC – Bengaluru, INDIA  

� Responsible for Pravega (Software defined storage) Performance Benchmarking 
and Improvements 

� Founder Developer of SBK Ȃ Storage Benchmark Kit. 
� Pravega client Bug fixing 
�  Competitive Analysis of Pravega  with another products Kafka, Pulsar, NATS, 

RabbitMQ, etc. 
�  Architect of DCA (Data Computing Appliance) Software 
�  RHEL7 Deployment design architect for DCA 
� Bug fixing of Power Path multipath software 

 

 
Lead Engineer, Nucleus and Linux Kernel  01/2006 - 02/2013 
Texas Instruments – Bengaluru, INDIA  

� Ownership, design and implementation of FAT12/16/32 File systems 
� Ownership, design and implementation of ExFAT file system 
� Design and implementation of USB host controller driver 
� Ownership of Linux kernel open sourcing of USB host controller driver 
� Design and implementation of device drivers for MMC/SD, SATA SSDs 

 

 
Software Engineer, Nucleus and Linux kernel  08/2004 - 12/2005 
SASKEN – Bengaluru, INDIA 

� Design and implementation device drivers for NAND, NOR Flash memories 

 

Project Trainee Engineer        07/2003 - 08/2004 
Global Edge – Bengaluru, INDIA 

� Design and Implementation of protocols EAP, EAP-TLS, EAP-TTLS protocols for 
WLAN  authentication and security protocols 

 

 

Milestones 
Granted Patents Research Papers Technical Books 

5 15 2 

Patents 

5 

Contact Details 
 

Phone +91 - 9448573494 

Email keshava.gowda@gmail.com 

Place Bengaluru, INDIA 

LinkedIn https://www.linkedin.com/in/dr-keshava-munegowda-phd-

604bbb5b/ 

Git Hub https://github.com/kmgowda 

Research gate https://www.researchgate.net/profile/Keshava_Munegowda 

Open source 

projects 

SBK (Storage Benchmark Kit): 

https://kmgowda.github.io/SBK 

Pravega:  http://pravega.io 
 

 
 

SUMMARY 
System Architect/Technical Manager and an 
Individual Contributor too 

16+ years of experience in Design, Development of 
File systems, Storage Systems, Cluster Infrastructure 
development, Software Defined Storage / Streaming 
Storage, Big data systems and Network 
Authentication and Security Protocols. 
 

KEY STRENGTHS 
Product Development, System Design and 
Implementation, Data structures and Algorithms, 
Research and Development, Technical mentorship,  
Performance benchmarking, Debugging, Patent 
harvesting and Filing, Research paper publications,  
University Collaboration for PhDs and Research 
Programs.  

 

SKILLS 
Programming 
Languages  

C,  C++,  Java 8+,  Python 
2.x 

Operating Systems Linux  / Kernel Internals 

Programming 
paradigms 

Object oriented (OOP) 
Programming 
Functional Programming 
Reactive Programming 
Java Streams and 
Concurrency  (parallel 
programming). 

Distributed Systems Kafka, Pravega, Pulsar,  
Bookkeeper, HDFS,  
RabbitMQ,  RocketMQ 

File Systems Linux VFS, FAT 12/16/32,  
ExFAT,  F2FS, TFAT, 
TexFAT,  Ext3 

Storage Systems Linux Block device drivers, 
SATA,  NAND / NOR Flash 
memories,  SSDs. 

Network Protocols TCP/IP,  SSL,  EAP, EAP-
TLS , EAP-TTLS 

Network packages Netty IO 

Metrics Micrometer, Prometheus , 
Grafana, Influx DB, StatsD 

Build Systems Gradle, make 

Source Control Git 

Development IDEs IntelliJ, PyCharm, Source 
Insight 

Cloud Deployments AWS, Google Cloud 

  

 
 
 

 
 

Dr. KESHAVA MUNEGOWDA  B E,  M-Tech,  PhD 
 
 



Education 
Philosophy of Doctorate (PhD) - Computer and Information Systems 2016 

V T U – Belagavi, INDIA 

 
 

Master of Technology (MTech) - Computer Science and Engineering 2002 - 2004 

V T U – Belagavi, INDIA 

 
 

Bachelor of Engineering (BE) – Computer Science and Engineering  1997 – 2001 

Bangalore University  – Bengaluru, INDIA 

 

 
 

Patents 

1. USPTO application number: 12326915  en�i�led ǲS�orage Op�imi�a�ions b� Direc�or� compac�ion in FAT File s�s�emǳ   , US 
patent number: 8429331. 

2. USPTO application number: 12762829 en�i�led ǲFAT file in reser�ed cl�s�er en�r� �i�h read� en�r� s�a�eǳǡ US patent 
number: 8452734. 

3. USPTO application number: 13870344ǡ en�i�led ǲIC �pda�ing File s�s�em me�a da�a �i�h log record da�aǳǡ US patent 
number: 9043286 

4. USPTO application number:   14075757 en�i�led ǲFile access me�hod and s�s�em �here ofǳǡ US pa�en� n�mberǣ 9569447 

5. USPTO application number: 15413058 en�i�led ǲMe�hod and S�s�em for File s�orage and accessǳǡ US pa�ent number: 
9817837 
 

Books 
1. ǲDesign and Implementation of WLAN Authentication and Security: Building Secure Wireless LAN by EAP- MD5, EAP-TLS 

and EAP-TTLS protocolsǳ by Keshava Munegowda, J u n  2010. LAMBERT Publications, Berlin, Germany  

2. ǲE�FAT and FAT File s�s�ems In�ernalsǣ E�ploring FATǡ E�FATǡ TFAT and Te�FAT File s�s�emsǳ b� Dr. Keshava 
Munegowda, Jun 2016, Amazon Digital services, ASIN: BOIHQ8PRA6.  

 

Research Papers 
1. ǲDis�rib��ed S�reaming s�orage performance benchmarkingǣ Kafka and Pra�egaǳǡ Sanja� K�marǡ DrǤ Kesha�a M�nego�daǡ 

International Journal of Innovative Technology and Exploring Engineering, Page 1-8, Volume 9, Issue 2, December 2019. 

2. ǲA�oidance Techniq�e� for  �no�ball effec� of �andering �ree in flash memory-ba�ed File ����em�ǳ , Keshava Munegowda, Dr. 
G T Raju, International Journal of Applied Engineering Research, Page 120-124, Volume 10, Number 86, December 2015. 

3. ǲAdap�ing End�rance and Performance Op�imi�a�ion S�ra�egie� of E�FAT File S���em �o FAT File System for embedded storage 
de�ice�ǳ,  Keshava Munegowda, Dr. G T Raju, Veera Manikandan Raju, International Journal of Engineering and Technology 
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Octob er 23,2020

To Whom It May Concern

RE: Computer X'orensics - Generally Accepted Practices

My name is David R. Wilson. I am a Texas attorney and a computer forensic expert with
over 20 years of experience. My curriculum vitae, ("CV"), is attached. The sole purpose of this

correspondence is to address two specific questions posed to me regarding: (1) maintaining

evidentiary integrity of electronic media; and (2) providing access of electronic media to defense

counsel for inspection and review.

Electonic media, by its nature, is easy to edit, delete, destroy, or otherwise alter. Further,

electronic media is susceptible to damage from environmental exposure and great care must be

taken when collecting, preserving, and handling it. As such, it is crucial that the media be secured,

andacomplete chain of custody is maintained.

As an example, a media card that delivered to a forensic lab in an unsealed box and an

unsealed bag would be a breach of proper handling of electronic data which severely compromises

the integrity and reliability of the data. And should the defendant allege that media was altered, it
would create substantial doubt as to the veracity and ultimately the reliability of the electronic

media.

Since Bradyl, the U.S. Supreme Court has held that prosecutors provide the defendant an

opportunity to view and inspect evidence held by the prosecution. And by failing or refusing to

provide the defendant access to the evidence is a violation of the defendant's right to due process.

1 Brady v. Maryland,373 U.S. 83 ( 1963).
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In matters where electronic media is alleged to contain illicit data2 and providing a forensic

copy of the media to defendant is prohibited by law, the generally accepted practice is to provide

supervised access of the forensic image(s) to the defendant or defendant's counsel and experts. As

a forensic computer examiner, I have personally been involved in similar sifuations.

The generally accepted practice for supervised access involves the prosecution to provide

access to defendant's expert of the full and unredacted forensic image(s) at the prosecutor's office.

Doing so allows the defendant's expert to conduct his own forensic examination. The practice of
extracting data from the forensic image alters and desfoys the evidentiary value of such. Further,

it does not allow the defendant the opportunity to defend against any claims arising from or related

to the electronic media. As such, it is my opinion that by not providing the defendant access to

the electronic media would constitute a violation of the defendant's right to due process.

Res

Wilson Law Practice, PLLC
nz} Glade Rd., Ste. 170
Colleyville, Texas 7 6034
(81 7) 38 1- L4s0 Main
(81 7) 717 -867 | Fax

DR@Wi1 sonPractice . com

2 Data that by its nature is illegal to possess.
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David R. Wilson is a Texas attorney and recognized expert in the fields of Computer Forensics 
and Electronic Discovery.  He has over 20 years of significant experience in electronic discovery 
consulting and computer forensic examinations and has provided expert testimony on numerous 
occasions.  

David was the founder and CEO of D6 Consulting, LLC., a Computer Forensic and Electronic 
Discovery consulting firm.  He was the Southwest Area Practice Leader at Ernst & Young LLP 
in their Legal Technology Services group. He was a co-founder of Deloitte & Touche’s 
Analytical & Forensic Technology Practice and is a former law enforcement officer where he 
founded and led the computer crimes section of a large metropolitan police department. He has 
received thousands of hours of training in computer forensic science and electronic discovery 
and achieved the designation as a Certified Forensic Computer Examiner (CFCE) by the 
International Association of Computer Investigative Specialist (IACIS). In addition to his 
experience and expertise in electronic discovery and forensic analysis, David is a licensed 
attorney in the State of Texas. 

 

David has significant experience in the following electronic discovery and forensic areas: 

x Consulting / Testifying Expert in Discovery and Forensic Technology 
x Court-appointed neutral expert 
x Special Master in Discovery Disputes 
x Electronic discovery consulting and expert testimony 
x Acquisition and preservation of electronic data 
x E-mail recovery and examination from both user and server based systems 
x Recovery of data from all forms of electronic and optical media 
x Recovery of electronic data from hidden areas of computer media 
x Retrieval and production of electronic data in litigation 
x Expert testimony in Computer Forensic investigations 

David has led and actively participated in numerous high-profile matters at some of the Nation’s 
largest companies, as well as provided expert courtroom testimony. 

Following is a list of representative engagements. 

****** 

SELECTED EXPERIENCE 

x Led a multi-national team in the identification of electronic data sources and development 
of an electronic ‘litigation hold’ methodology in response to a multi-defendant litigation 



matter and formal SEC investigation. This process involved the identification and review 
of over 4,000 different business systems in 12 different countries. 

x Directed the preservation, collection, review and production of electronic data for a Fortune 
500 company in a class action lawsuit and SEC investigation. The process included 
identifying and processing over 27 million electronic documents and emails, and the 
forensic imaging of over 250 computer hard drives. 

x Managed a team of examiners in the acquisition, preservation and review of electronic data 
collected from computers belonging to the executives of a large Fortune 500 company. 
This company was the subject to an SEC investigation and a shareholders’ class action suit 
centered on the restatement of earnings over a three-year period. The investigation resulted 
in the indictment of several of the top executives by a Federal Grand Jury. 

x Led a team of professionals in the seizure of computer equipment from an adverse party as 
outlined by a Federal Seizure Order and provided expert courtroom testimony related to 
the examination of the seized computer systems. The lawsuit involved the theft of 
intellectual property and copyright violations from a previous employee. The seizure and 
examination of this computer equipment proved to be invaluable in the recovery of data 
and the prevention of future lost revenues. 

x Managed a team of examiners in the acquisition and examination of electronic data 
obtained from company executives from a newly acquired company. Evidence recovered 
from the examination assisted the fraud investigation that resulted in a reduction of the 
acquisition price. 

x Worked in the capacity as the court appointed Special Master in the production of 
electronic data for discovery purposes for both plaintiff and defendants involved in a civil 
litigation. This function required the acquisition, analysis and production of data from 13 
computers. 

x Managed an investigation into misallocated funds from a local school district. It was 
suspected that the cashier at one of the district’s high schools had failed to make deposits 
in excess of $50,000. This investigation required the examination and reconciliation of 
numerous accounts. As a result of our work this incident was referred by the school district 
to the local law enforcement officials for criminal prosecution. 

EDUCATION / CERTIFICATIONS 

x Licensed Attorney, Texas 
x Certified Forensic Computer Examiner, IACIS 
x Federal Law Enforcement Training Center 
x Computer Forensic Analysis, Guidance Software Inc., 
x International Association of Computer Investigative Specialists-Computer Forensics 

ADMISSIONS 

x State of Texas 
x United States District Court, Eastern District of Texas 

 


